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RAEHIIABDERES ZROEDICEOTHERL TEY FIH., XEHMZFAT S EICE>TEHELEEFICONT,
HHE—UREZEDLTNLDELFT,

Ftr. FEHORNBELAXFREDHICENLVHDHE. AXFEWRZEL L THIMYFZELCZELY,

Zlii%f*iHi'FEEO)‘/ 7 b7 /Y —E XZERHLTConnected Security®ty F 7w TH#{ToTULVET,
« ESXi 6.0
* space-19.4R1.3.ova
* Security-Director-19.4R1.53.img
* Policy_Enforcer-19.4R1-975.0ova

Lo)% -Collector-19.4R1.28.ova
. 240(0S Version 19.4R1.10)
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Policy Enforcer
172.27.113.240

Junos Space/
Security Director
172.27.115.128
172.27.115.129

Log Collector
172.27.113.241

PC

——

192.168.0.200

Juniper Business Use Only JUﬂ!«Ewer | 4

2020 Juniper Networks



Juniper



FOE I

———:: :::.,::___
-. I




FHIER - &RE

1. Junos Space. Log Collector, Policy Enforcer®® 7 704 -« KPR EF1TS
2. Junos SpacelZSecurity Directord 4 Y X b—JLT 5

3. Device Discovery ProfilesTMX#% & §%9 5
(XMXBITIP7Z KL R - SNMPOERIRENBEL LY ET)

4. ZELE=EMXDOSIN—2 3 UIZEaHhEDMIRF—IEA A M—ILT 5

5. Sky ATP7h 02 b EFHSTWEWEEEFITRAR—FILYA FTTHO Y FEERK
https://sky.junipersecurity.net/

-7 ho v MERRTTIEIETEEURLE S 1
https://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/task/configuration/sky-atp-
reqgistering.html

XARFEM 5 Sky ATPIZATP CloudNBMEEB S CIEE X L=,
GULEWPERFF 1AV MEDRFEICODEFELTIX, ATPCloud IZHERZEESIETCTELKFETCIIVET,
AIZ_a1T7IE, ZEERIOREDGUI LD REEIZEHLE TSkyATP DEZFFTHERLTEY F9,
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Security DirectorE X REDFHh

1. Log CollectorM &R E

=L

2. Policy EnforcerMExE

3. Secure Fabric &5
-Secure Fabric : 2y FIJ—OFNNA XADESH

4. Sky ATPDEERTE
-7 A0 > MERFEHDSky ATP/RealmDIEE
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Log Collector® &% 5E

¥ sPACE

Metwark Management Platform |v

Metwork Management Platform

'Secunty Diractar

TR T
H CLI Canfiglets

#lmages and Scripts

H Reports

[+ Metwark Maonitaring

# Configuration Files

HJabs

# Role Based Access Control
HAudit Logs
[H-Administration

Search:

'Enter Search Criteria here . Q,

Dashhoard

o ——I

Overall System Condition

45 60

Average

ao

100

Fabric Load History

&0

ge .
o

20

Average CPU usa

Active Users History

1=

1.2

0.6

Active user count

Isersuper logged in Domain:

Past 1 minute

Past 1 minute

Fatiric

Fabric

Fahbric
Fahbric
Fahbric
Fahbric
MySCIL

Fabric

JBoss
JBoss
Fatiric

JBoss

- 1

Glabal

WIF Bind issue detected in JBoss
nadeis)

Fabric node with down state is
detected

Audit Logs forwarding failed

High CPLU detected in last 3 days
CPU counters are inactive

Disk utilization is ahnormal

Tables exceed the size limit (=10 GH)

Management sessions are
mistmatched with Ul data

HFPROF availahility

JBoss restart ohsemved inlast 3 days
Pracess are running incarrectly
Multi-tdaster detected (App Logic)

1let1] B MO

Page

H- 00 8[E

Mo Clic
Mo Click
Ho Click
Ho Click
Ho Click
Ho Click
Ho Click
HNo Click
Ho Click | |
Mo Click
Mo Click
(R Click

Displaying 1 -120f 12
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Log CollectorM &€

Administration [ Logging Management / Logging Modes q Glabal v Q E = ?

Logging Nodes @

My Profile

Users & Roles b
Qv vy

Logging Management > +

I Logging Nodes I
Statistics &Trcublesh..&

Logging Devices @7 )y

morTatEavailable

e Marne Noade Type Node [Pwd Mode IPvE Status Application e @7 U Vi 7 Last Boot Tirne

Monitor Settings
Sighature Database
License Management >
Policy Enforcer >
NSM Migration

ey Sync Settings

OrAEY;
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Log CollectorM &€

Add Logging Node ®
@

Select Deployment

Log Collector type Security Directer Log Collector Vv
Security Directer Log Collector

Juniper Secure Analytics

(DSecurity Director Log Collector % ;&R

@)y

Cancel
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Log CollectorM &€

Add Logging Node @
O @
Salect Deployment Add Collector Mogde
Add Collector Nede
Node 1
Node Name* (7 LOG-COLLECTOR
IP Adddress® @ 17227113241

OLWEHIZART S
User Name* () adrmin
Password* (3 e

Qv vy

Canceal Bark
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Log CollectorM &€

Add Logging Node @

{5

O

Salect Deployment

Certificate Details

Issued To

Coarnrricn Marme {CN)
Orzanization {0
Orzanization Unit {OU)

Serial Murmber

Issued By

Cormmon MName {CN)
Orzanization {0

Orzanization Unit {OU)

Canceal

- - [ e s Er Er.

S
Add Collector Kode

LOG-COLLECTCR
Juniper Metworks
Juniper Metworks

1

Juniper MNetworlks
Juniper Metworks. Inc.

Juniper Metworks. Inc.

Certificate Detaik

Bark
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Log CollectorM &€
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Add Logging Node @

summary

Review the summary of configuration changes.

Deployment Infarmation

Loz Collector type

Add Callecter Nade Infor...
MNode Marme
IP Address

Uzer Narme

Click DK to complete.

Canceal

Edit

Security Director Log Collector

Edit
LOG-COLLECTCR
172.27.113.24

admin

2099

Bark
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Log CollectorM &€

Administration [ Logging Management / Logging Modes q Glabal v Q E = ?

Logging Nodes @

My Profile
Users & Roles >
Logging Management ~
Logging Nodes
Statistics & Treublesh...

Mode Narme Noade Type Node [Pwd Mode IPvE Status Application Yersion Last Boot Tirne
Legzing Devices

Monitor Settings | LOG-CCLLECTCR Security Director L. 172.27.113.241 - up GREEN 10.4F1 .28 A

Sighature Database 1 items

Licenze Management >

Policy Enforcer >
NS Migration

Policy Sync Settings

2020 Juniper Networks
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Policy Enforcer® g% 5E

My Profile
Users & Roles b

Logging Management >

Monitor Settings

Policy Enforcer ~

Cennecter
MEM Migratio

Policy sync)l @92 Y w4H

Administration f Paolicy Enfarcer [/ Settings

Settings @

Q Global vNE (s ?

-

(i) Specify the Policy Enforcer virtual machine and login credentials te use for threat preve

IP Address* 17227113234

Username (3 rut

Password®

Sky ATP Configuration Ty.. @ Shey ATRAATP with Juniper Connected Security ™

Configure pelling timers te diseover hests inyour netwerk

Poll Network wide endpni.. * (2 24

Poll Site wide endpoints* (& 5

Reset

Policy Enforcer Logs

®Policy Enforcer@IP7 FL R ZE A B

_

@DINRT—FK%EAB
=

T~

®Sky ATP/JATP with Juniper Connected Security % ;&R

hzurs

mirg

2020 Juniper Networks

Juniper Business Use Only

JuniPer

NETWORKS

17



Policy Enforcer® %5

Sky ATP/JATP Feed Connector

Mote: Once the system is cor ed with Sky ATF with Policy Enforcer
as its Threat rention Type, it will not be able to switch to Sky ATP or

Cloud feeds only

© 2020 Juniper Networks
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Policy Enforcer® %5

XOK#EY ) w99 % &Guided SetuplZH#EAHE T H
SEIFFEALLZE LV =6HCancel Z:BIRLFT

Sky ATP/JATP Feed Connector

Policy Enforcer is now successfully configured. Would you like to setup

your Threat Policies in Guided Setup?

i

19
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Policy Enforcer® g% 5E

Global
Adrninistration [ Policy Enforcer [ Settings Q hd ﬂ E 5 ?

Settings @

My Profile

Users & Roles b

: The Pelicy Enforeer Space AP user {pe_user] passwerd is correnthy valid. it will expire on 2020-10-06.
Logging Management 3 0 13 i user {pe_user] password is cu L

Monitor Settings

7y The Policy Enforcer is active.

signature Database It iz configured with version 19 4R1-975

License Management > J\

Policy Enforcer bt IP Address* 172.27.113.234 _
Geadiis EE : AdivelZlE > =D = HERR
A o Username (7 root

Password*

NS Migration

Policy Sync Settings Sky ATP Confizuration Ty.. @ Sky ATRAATE with Juniper Connected Security

Configure poelling timers to diseover hests inyour netwoerk

Poll Network witde endpoi... * (2 24 o | hewrs

Poll Site wide endpoints* () 5 o | mins

Puolicy Enforcer Logs Dewenlcad -

2020 Juniper Networks
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Secure fabricD %5

Devices [ Secure Fabric Q Global A Q E S '?
Security Devices Secure Fabrlc &) @7 w4
Device Discovery
Secure Fabric y

Sites
NSX Managers
vCenter Servers | @2 ) v
Site Enforcement P... IP Model Feed Source Feed So...  Last Up... Desc...
\ Mo data available

OV
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Secure fabric®) & 5€

Create Site @

OY4a4 rBEAS
Gite* Test-Site
Description Write description..

@uUvy
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Secure fabricD %5

Devices / Secure Fabric Q Global bt ,Q, E = ?
Security Devices Secure Fabric @
Device Discovery
Secure Fabric y
Sites & i
NSX Managers
vCenter Servers
[:] Site Enforcement P... IP Model Feed Source Feed So...  Last Up... Desc...
E] Test-Site Add Enforceme... | — — — s 0%

1iterns C /\

OrDPY)
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Secure fabricD %5

Add Enforcement Points @

o Assigning a device to the site will cause a change in the device configuration.

Specify the enforcement points to assign to the site. The site cannot contain both switches and connectors.

Enforcement Points 0 Available Q = 1 Selected :
O Name P Model ] Name IP Model
E] BIG-ZAM 17227112245 X240
No available iterms OFREOMXERRIDD 1 > FO~NEH
I »w
Perimeter Device (7 * BIG-ZAM v @7 vy

Cancel
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Secure fabricD %5

Security Devices
Device Discovery
Secure Fabric
NSX Managers

vCenter Servers

Devices / Secure Fabric q Global ol Q E 5 it
Secure Fabric®
Sites & i
[:] Site Enforcement P... IP Model Feed Source Feed So...  Last Up... Desc...
O Test-Site BIG-ZAM 172.27.112.245 MX240 - July29,2.. —
1items C

A MMITNAADNEFESIN-DZHER
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Sky ATPO) 5% 5

v

Firewall Policy
Environment

User Firewall Manage...

>
ADD ion Firewall Po... >
>
>

Policy

Configure / ThreatPrevention / Feed Sources

Feed Sources @

Sky ATP JATP Custom Feeds

NAT Policy
UTM Policy

Application Policy Bas

Threat Prevention v

Policies

IPSec VPN >

Shared Obje @7 )wh

Change Management 7

Guided Setup >

Realm Sites

oitems C

Devices

Location

Q Global

Enroliment Status

@)y

) |+

Token Expiry

Feed Status
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Sky ATPD & 7€

2020 Juniper Networks

Add Sky ATP Realm @

SkyATP Realm Credential

Sky ATP realm credentials

Location®
Username
Password

Realm @

Mo Sky ATP account? Select your region using the Location in the menu above, ther] chick here Jo create an account.

You will be redirected to the Sky ATP account page.

Cancel

DSky ATPD 7 7172 > k/RealmZE A H1

Vi

Asia Pacific v

test@juniper.net

new-shirata

7

XSky ATPD 7 oY MEENE DB EE
Z Zh 5Sky ATPAR—4% JLICFE BT RE

@y Uvy

Juniper Business Use Only

Juniper
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Sky ATPD & 7€

2020 Juniper Networks

Add Sky ATP Realm @
O P

SkyATP Realm Crecentia Site

Assigning a site to the realm will cause a change in the device configuration in the associated devices.

Site

Realm: new-shirata

Choose sites to be enrolled into the realm.

Site x Test-Site V | Create new site

DSky ATPDRealm(ZH A FZ &8T5

Cancel

Juniper Business Use Only
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Sky ATPD & 7€

Add Sky ATP Realm @
O O @
Sl ATP Realm Credenta zie Global Configuration
Additional Settings
IPv6 Feeds (7 @
B fE
Infected Hosts
Threat Level Threshold z
Administrators Who Receive Email Notifications +
Cancel
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Sky ATPD & 7€
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Add Sky ATP Realm @
O O

Sl ATF Realm Crecenta zie
Mo data available
Loggin QAN

Malware Enable Logging

Host Status Enable Logging

@)Yy

Proxy Servers (

E] Server |P

Mo data available

Cancel

Global Configuration
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Sky ATPO) 5% 5

Firewall Policy

Environment

User Firewall Manage..

Application Firewall Po...

SSL Profiles
IPS Policy
NAT Policy

UTM Policy

Application Policy Bas...

Threat Prevention
Policies
Feed Sources
IPSec VPN
Shared Objects
Change Management

Guided Setup

vV VWV

Configure / ThreatPrevention / Feed Sources Q Gilobal v Q @ S ?
Feed Sources @
Sky ATP JATP Custom Feeds
+

D Realm Sites Devices Location Enroliment Status  Token Expiry Feed Status Last Downloaded

D new-shirata Test-Site BIG-ZAM North America SUCCESS Jul 29, 2021 @ OK Jul 29, 2020, 11:3...

1items C /\

BRTELILEMHER
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MXEX TE

1. MXDNetConfZZITANS L DIZT S

system {
services {
netconf {
ssh {
port 830;

© 2020 Juniper Networks Juniper Business Use Only JUﬂ”:)er ‘ 33
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MXE% 7€

2. SecintelMEEE

services {

security-intelligence {
url ; #Security Director & HEERFZ HEIAT)
authentication {
auth-token 6XYNM4KKLPSI16FOCILYKIDOD2KOGYKO; #Security Director & HEERHZHENAT)

}

traceoptions {
file secIntel.log size 1g;
level all;
flag feed;

Juniper Business Use Only JUﬂ”:)er ‘ 34
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https://172.27.113.234/api/v1/manifest.xml

MXEX TE

3. URL FilteringM & E

services {
web-filter {
profile Profile Name { #{EED7 w7 7 A /L4
security—-intelligence-policy {
file-type txt; #txtDHYHR— K

==

threat-level 1 { #threat-levelld1~10D% L ~YL T LIZFKIE
threat—-action {
accept; #7 7 v a s ExfEEA

*1 threat-actioni¥log. drop. drop-log. accept. log-and-sample. drop-and-sample. drop-log-and-sample/)> 5 iR

Juniper Business Use Only JUﬂ”:)er ‘ 35
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MXE% 7€

4. URL Filter Template W% E

services {
web-filter {
profile Profile Name {
url-filter-template Template Name { #{EED7T 7 L— 4
client-interfaces xe-2/0/0.0; #URL7 AV A —% g DA X —7 = AZIEE

client-routing-instance inet.O0;

juniPer | s
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MXEEEEa~< > F—#Hl

* Security-Intelligence M E D FEEE

> show services security-intelligence category summary

Category name
Status
Description
Update interval
TTL
Feed name

Version
Objects number:
Create time
Update time
Update status
Expired
Options

© 2020 Juniper Networks

:CC

:Enable

:Command and Control data schema
:1800s

:3456000s

:cc_1p data

:20200723.4

144238

:2020-07-29 12:44:12 JST
:2020-07-29 13:06:49 JST
:Store succeeded

H\[e}

:N/A
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MXEEEEa~< > F—#Hl

« Security-IntelligenceMBH R T— 32 X DFER

> show services security-intelligence update status

Current action :Checking update interval of category CC.
Last update status :Update interval of category CC 1s not reached.

Last connection status:succeeded
Last update time :2020-07-29 13:22:04 JST

© 2020 Juniper Networks
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Policy EnforcerM 6 Z{EL-BBEILANILED T AL —HEUV T 4 L2 —DRFSFTOHER

> show services web-filter secintel-policy-status summary profile Profile Name

URL Filtering SecIntel Policy Status:

Profile : Profile Name

C&C DB File : /var/db/url-filterd/urlf si cc db.txtx:

Policy State: Ready

DB File Change Time : Wed Jul 29 12:28:18 2020

DB File Load Time : Wed Jul 29 12:28:19 2020

C&C Prefix Count : IPv4d: 144238 IPvo6: O

Filters:

Threat level Action v4d Term Count IPv4 vo Term Count IPVG

ACCEPT 192 57595
ACCEPT 26 7597
ACCEPT 4 1044
ACCEPT 4 1082
ACCEPT 5 1254
ACCEPT 170 50913
ACCEPT 5 1370
ACCEPT 1498
ACCEPT 971
ACCEPT 1119

R O 0 J o U b Wi
O O O OO OO O oo
O O O OO OO O oo

*1 Secure Fabric bk TCsky ATPIZY A FEBEKT DHE. Sky ATPHIHC&C DBY 7 A /L& Policy Enforcer~7 v o SNMXN TN E ST 5
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