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BIEA A — (SKY ENTERPRISE)

HaEDEENREHHE THEIMDRIRIE,

Junieer

Home Services Users Configuration Settings Support
Sites Device Tenants Tools Topology A,:am‘.go Mist WiFi APs
ZhUDA Center Map
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CS ADMINISTRATION All Tenants & Administrator ~ ?

Sites / Site Management / Create Site

&
Create Site
&
GENERAL  TOPOLOGY [ ok
SRR =+ Add Devices EX 150 change device X
a8
General Configuration Port Mapping
E MPLS Internet
WAN Link WAN_0 WAN Link WAN_1 RJ-45 Ports SFP Ports SFP+ Ports
X
o swx 220 H K
Port Role
ge-0/0/0 Voice
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ge-0/0/2 Access Point
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A—R—RA#1

K EIZSecure-web-proxyD#EFEFBIML TO365MD 574y oZEO—HILTL—IT7 I hEES

E7IL T —hDIAEE

WEEE $RAL) WEEE (A2)

BEO7AXSH—/\OFKLR 192.168.1.100
BEO7OXSH—Nn\DOR—+ES 8080
IJL—O7ODOREELDTT)r—a  office365-grp

A E3—2YREEED T IAILNT — DA 122 .XXX.XXX.32

BEEOTOFIH—/DTRLR
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TL—IT7 IbDRZEEGDZTT)r—3a>
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X TE R EAEEDRB&AEIR

ERICHELRRTFEIEH

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE
set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT
set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES

set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE
set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPL
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services webh-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip ProxyServerlPaddr
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port ProxyPort

set services weh-proxy secure-proxy profile office365-proxy dynamic-web-application-group Application

set security address-book global address PROXY-SERVER ProxyServerlPaddress

© 2019 Juniper Networks JUﬂIPer ‘ 14
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RERICDELRERHE (i)

set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group Application
set security advance-policy-based-routing profile office365-local-breakout rule rO1 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER
set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop GWIPaddress

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

© 2019 Juniper Networks JUﬂIPer ‘ 15
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1 77— ASEDRRERR, BRI T/NAR, R, TagE A T:EIRATEE

New Bulk Update

Schedule update? Yﬁm /SelectDewues v Basic Adv%\

1 items selected

0 September 2019 o 5% Junos Configuration

Device: EX2300_Mist-demo ¥ Tag: DeviceA -
Device: SRX340_Mist-demo

+
+
3 ENENENCEE, Device: SRX345_SWP +
o 7 11 1r v +
+

Su Mo Tu We Th Fr Sa

Site: Mist DemoH
7 | 22 Please sell Sjte: Secure-web-proxy DemoFfd

%Z-CPE FWIZ[X’DeviceA’&LV\21=45 Z#D1F TS

ZDBEE . BHAEDCPE FWEEIRLTWAZEERSE

\L
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2: 1 FR

New Bulk Update

BToTL—REEIR

Schedule update?

(4] September 2019

Su Mo Tu We Th

Select Devices

v

Please select a time:

00:00

ﬁput type:

Select a template:

.

-

Branch template

Branch template

Google-5uite

PoxyEEBICHITFRZO-HILITL—IF79

Secure-web-proxy

Sl

(DEFE

_/
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A TVaY): REZRMRSELHREIETE

New Bulk Update

Select Devices W

>
Schedule update? Yes BN
4] August 2019 D
Su Mo Tu We Th Fr Sa
1 2 3
4 5 & 7 g 5 10
1 12 13 14 15 16 17
13 19 20 21 22 23 23
25 26 27 28 29 m 31

Please selact a time:

Time Zone

GMT +0900 (BFEEE)

00:00 Y@
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X TE R EAEEDRB&AEIR

\J

4: TINARAZEICEIGSEHEAN

[ Selectatemplate: | poxRIBICHITEO—NILT L .]

4] September 2019 0
Su Mo Tu We Th Fr Sa
2

Please select a time: 00:00 v 0

Update input: ‘ Tag

[v SRX340_Mist-demo-jnprhiromit variables: ]

ProxyServerlPaddress 1921681100 ProxyPort
Application office365-grp GWIPaddress

[v SRX345_SWP-jnprhiromit variables: ]
ProxyServer|Paddress 192.168.2.100 ProxyPort
Application GWIPaddress

8080

@

BIRENF-TUTL—k

=

: DeviceAlIZHI DL =T /8 (X

122 XXX.XXX.163

Input format: m Table

e

E7I T O—rDRABEEANT BT
STILFryyLiEE
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X TE R EAEEDRB&AEIR

PRI RBRSNT=ERE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPLACE
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip 192.168.1.100/32

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port 8080

set services webh-proxy secure-proxy profile office365-proxy dynamic-web-application-group office365-grp

set security address-book global address PROXY-SERVER 192.168.1.100/32
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X TE R BEEEDRB&AEIR

R 1ICRBRSNT=EZTE (T )

set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group office365-grp
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 122.XXX.XXX.32

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

ERICITEHGEENEASNTLIN  ERENRELTLSDIE DEHDOH
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5 REXBERERDLIN—

Bulk Update Report

Summary

1 device success updates
O device errors

@ 1 Device

hEAE R

KFRICRRSNT=EE
TLR—h

AES

075 %PDF

Input v
Log v
Download PDF Close

11

Bulk Update Report for JNPR hiromit

Report Generated on 30/08/201%9 16:01

Summary

1 device success updates
device errors

@1

Device

SRX340-jnprhiromit

Input

SRX340-jnprhiromit

set groups TEST system host-name TESTset groups TEST system time-zone Asia/Tokyoset groups TEST system dump-on-panicset groups TEST system root-authentication encrypted-
password “$1$YrXWAH1t$0RyOFagjB/wMKbVM1izGF/"set groups TEST system name-server 208.67.222.222set groups TEST system name-server 208.67.220.220set groups TEST
system login user lab uid 2000set groups TEST system login user lab class super-userset groups TEST system login user lab authentication encrypted-password lab123set groups TEST
system services ftpset groups TEST system services ssh root-login allowset groups TEST system services ssh protocol-version v2set groups TEST system services telnetset groups TEST
system services netconf sshset groups TEST system services web-management http interface allset groups TEST system syslog archive size 100kset groups TEST system syslog archive
files 10set groups TEST system syslog user * any emergencyset groups TEST system syslog file messages any noticeset groups TEST system syslog file messages authorization infoset
groups TEST system syslog file interactive-commands interactive-commands anyset groups TEST system syslog file alllog any anyset groups TEST system syslog file sessions user
infoset groups TEST system syslog file sessions match RT_FLOWSset groups TEST system max-configurations-on-flash 5set groups TEST system max-configuration-rollbacks 5set groups
TEST system license autoupdate url https://ael.juniper.net/junos/key_retrievalset groups TEST system ntp boot-server 172.27.112.1set groups TEST system ntp server 172.27.112.1set
groups TEST chassis dump-on-panicset groups TEST interfaces fxpO unit O family inet address 172.27.113.104/22set groups TEST snmp community publicset groups TEST snmp trap-
options source-address 172.27.113.104set groups TEST snmp trap-group POC targets 172.27.112.1set groups TEST routing-options static route 0.0.0.0/0 next-hop 172.27.112 1set
groups TEST routing-options static route 0.0.0.0/0 no-readvertise

Log

2019-06-26 18:15 All Devices: started update

2019-06-26 18:15 SRX340-jnprhiromit: executing update
2019-06-26 18:16 SRX340-jnprhiromit: committed changes
2019-06-26 18:16 SRX340-jnprhiromit: completed update
2019-06-26 18:16: update complete
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X TE R EAEEDRB&AEIR

TUTL—rDERTE

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip {{ ProxyServerlPaddress }}
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port {{ ProxyPort }}
set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group {{Application }}

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop {{GWIPaddress}} "‘
Set XXXXXXXX \
T, BEEEIEEDEFFAN A—HERID /NS A—F3ZE{THESTZT

.
N THE->71-18 B A Sky EnterpriseDGUIIZBRENS

4 N

ProsyServer|Paddress ProxyPort Application

GWIPaddress

- /
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A—R77—R#2
A—AILTL—IF7 7D RIZG-SuiteZ NZF=LY
E7I T —+DIEE

WEEE $RAL) WEEE (A2)

TJL—I97 9 DR ELEDBTI)r—3>  Gsuite TJL—I97 DR FEELBTT ) r—3>  Gsuite
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X TE R BEEEDRB&AEIR

New Bulk Update

Schedule update? Yes m Select Devices ¥ Input type: Basic G-Su |te€i % L/T"j_'yjo l/— |\
— e — 0

o September 2015 [+] mplate
Device: EX2300_Mist-demo + | ¥ Tag: DeviceA -
Mt Device: SRX340_Mist-demo +
: 2 BB - s & 7 Device: SRX345_SWP + f
= 0§ 1 1 12 13 14 Site: Mist DemoFd +
+

I EIEIE NI T FUTL—rDEASIEE IS DCPE FW

Update input: Input format: (TN Table

WA ECRBEHRTEIFFEELEL=6"No input required’ &R RSN S

m :

set services application-identification application-group Gsuite applications junos:GMAIL

set services application-identification application-group Gsuite applications junos:GMAIL-BASIC

set services application-identification application-group Gsuite applications junos:GMAIL-DRIVE

set services application-identification application-group Gsuite applications junos:GMAIL-MOBILE

set services application-identification application-group Gsuite applications junos:GOOGLE

set services application-identification application-group Gsuite applications junos:GODGLE-ACCOUNTS

et services application-identification application-group Gsuite applications junos:GOOGLE-ADSERVICES-SSL
set services application-identification application-group Gsuite applications junos:GOOGLE-ANALYTICS-TRACKING
set services application-identification application-group Gsuite applications junos:GOOGLE-APPENGINE

set services application-identification application-group Gsuite applications junos:GOOGLE-CACHE

set services application-identification application-group Gsuite applications junos:GOOGLE-CALENDAR

% E 2 [ R
Cancel :]
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s
Z
S
T
4
i

Tenant_A v

a8 CSO =
Monitor / Overview

Alerts & Alarms OVE rview @

Alerts
» Sites By Status
Alert Definitions

Alarms
3

Link Switch Events

Traffic Logs Sites  w
Security Events ol | fi A
Application SLA ... — \th.Korea
Application Visi... C
r Y =,
Threat Map (Live) | e ot
" Daequ

Jobs
Gateway Site

o4 Branch Site gy
Jinju-si Busan

On-Premise Hub Site

Cloud Hub Site

Multiple Sites R
Tsushima
Alarm Severity
|| N . o=
= Th
None Critical Hirado

PROVISIONED

Connections w

Links (Saga to Kyoto)

Current Status

Data
GRE_IPSECO (WAN_0/WAN_0)

Qe N/A

Current Status Start Time

More info

L0

Yamaguchi

o AN
Oita

Link Score

Top Applications by Utilization

0900000 /

End Time Uptime
. = = ﬁ—
Mitoyo JEBRT
Tokushima
o HaLLTH
Matsuyama
€3

Aki
JFHIRD
Uwajima

= E) &2 cspadmin W ?
Hide «
g 4 SE=BhH
s I Nagano
Kanazawa
Fh ST
. "":"Kr—' Takasal
LEEs Matsumoto
. BB ETh A
Gujo < BT
: Fuefuki
. T
lida
o & T = th
Nagoya Fuji
SiRHTE _FEb
L PiBRT™ Hamamatsu Shimoda

Matsusaka

Cit=1#

Shingu

Leaflet | Maps © Thunderforest | Data © OpenStreetMap
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TILFTF2 bRIE (U—EXREFEBS X CIREER )

Level 1 - MSP HS—ERXREESE

Level 4 - Department

Dept100 Deptl10 Dep Dep Dept200 Dept201 Dept2XX

i.e. Corp Intranet /
Guest Wifi

Site 1/ CPE 1 Site 2/ CPE 2 Site 3/ CPE 3

| I l | |

LAN1 LAN2 LAN3 LAN N LAN 1 LAN 2 LAN 12 LAN N LAN1 LAN2 LANS3 LAN N
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TILFTFFY RS (T8 —F 54 XA )

Level 1 - MSP Enterprise A

Level 4 - Department

Site 1/ CPE 1 Site 2/ CPE 2 Site 3/ CPE 3

| I l | |

LAN1 LAN2 LAN3 LAN N LAN 1 LAN 2 LAN 12 LAN N LAN1 LAN2 LANS3 LAN N
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A—HA— )L ELEDHERZHTE

Add Role @

Role Name* () Daytime Operator « :L_-US‘:%IJ U % —Cé*ﬁ BE 0) % *ﬂ-\

Description

Role Scope ) lr- Service Provider e I « _FTI']/_FTI']/? 0);(54 p’GEﬁ.Eﬂo)LeVd 1(:%?(%?6*& BE

Access Privileges* () A A

]  Objects | Read ] Create ] Update ["] Delete Other actions

| ) Monitor

|:| > Resources Daytime Operator &R
Izr ? Configuration » v OpCOO)EﬁEﬁ,’:\ J‘Ej]u

IQ( Tenants ] ] |Q( |Q( ‘/ Tenanto) % E . ‘ﬁ'” Bﬁ\.
|_1| OpCos IE( IV( O (]

O > Administration

33 items
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A—HA— )L ELEDHERZHTE

I—HZTECERBLANIVCGUIERZMS5 I DT LETYILFT T2 —=ER

Users U Se rS @
Roles
Audit Logs User List
Licenses >
Tenant Settings
4 Username First Name Last Name Status Role Last Login
Signature Database -
Certificate Management > L] @ Enabled Tenant Operator 2019-09-06 17:31:56
Identity Management ;
v g OJ Daytl me Operato I’U)*EBE Tenant Operator 2019-07-24 06:56:16
WiFi Settings L
-
] v OpCoDEE. :EM Tenant Operator 2019-09-04 13:37:11
L] v Tenant® %E . ﬁ” B% ’ Tenant Operator 2019-08-21 07:11:30
D ttakezawa@juniper.net Taichi Takezawa & Enabled Daytime Operator 2019-09-08 01:21:37
L] @ Enabled Tenant Operator 2019-09-07 20:50:20
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https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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SD-WANIZ{TIfE{EZE 75 X

T 4 AR T DRY MDD — O Z B8R (CHEHFEYT 1 MR T I3 H—-EX
SE(CEFEENEA—TA ML —23>2 T35V I A —AICKDICHER R & BN (CF A
R — RIDIEFHOTZ T IT—> 3> ZYNFH—EX DA OT TR
BRHOMERZEERYT 1 MMIRET DIRERL

RRODIS>FAT« R RS > F A J -+ A (uCPE)

WANS#E1E VNFAh&O%Y
-5 77U —<3 >80 E

Firewall

HtIRBOY—EX

m D W < DM REA]RE
44949

@Og

uCPERE

B—EX(CRHEFRHZ
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IV FA—TEICEGLIY—EXZRHE

NAIL—

AT EEE R—4)L

NFV1 & NFV2

Service chaining

(B I B S S S S .

DRI —
R—4)L

NFV2

NFV1

CSO

NFV2

-8

H—EXHAOT1VERK

NFV3

CSOEHEE
B — EXIRHA
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H—ERFzA=2Y
NFX_E1Z3rd party VNFZ &R

(Gept

WAN
Interface

Interface
Dept I

LAN WAN — o -
GWR e - AWS
Dept. nterface 3 party Interface I SD-WAN Spoke
\ VNF ) Contrail Service Orchestration

Orchestration & Controller

\/ CPE & Service Management

@ g Secure OAM Hub
NFX250 — ’@ @ .M
St &)
NFX150 SD-WAN Branch SD-WAN Hub
- @ & % PE Router
k)

NFX150 Hyrbid-WAN Branch

L2 L3
GWR

Juniper
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VM UNF#1 -~ VNF #N Customer Software Layer

Junos Control

Plane Juniper
(JCP) unip

Third party or

Third party or .

Juniper

Ubuntul6.04,
Cisco CSR-1000V

Customer Software Layer

Platform Software Layer

- Linux OS/ KVM /\A /N\—/\A
Phone Linux/ Soft are . "
;(ZTP)

. I —
Platform Software Layer Phone Home / I

Hardware
e « Intel Atom / x86 CPU
Layer

0V kR—k EER—~

- BRRBTITVH—2 32, VNFAE)ME
: Fortinet, Riverbed SteelHead, LxClPtable,

© 2019 Juniper Networks o Juniper

Juniper Public

37



H—EXFzA=2Y

BEDY VI TSR
https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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SD-WANZ > b A—5— DL

_ Contrail Service Orchestration

I~ e SREs

SSRSELINE: 25 BGP/MPLS/GRE/IPsec ik

#IRAL Hub-Spoke A2 A At

FW, SW, WIFI FW, SW, WIFI, VNF

ow nigh

H5k 55K 1AV TLIR
ZTP O O

0 0

x 0

0 0

; 0

x :

x o
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Juniper Networks A\ {2 #£9"5SD-WANVY) 12— 3>

A[fRAE - /NN

\
. Wi-Fi BB RS L GEEREO IS Juniper
P2 ORI E RS T 9 DI A=
-

- IA—HRRERDOZEIL E .
cso

Sky
\_ Enterprise

— B c8c

« NWT/NAADIEM, #IF. RELE -
+ EFAUTA RMVF BEUWI-Fi O— TEE

© TNARDEZZITELR—=T42T

a2h

SRX300 Series

X274
s BREXITAEBRXE

EX Series
[

g B MIST
WLAN APs
& Y k"sL L”)

(Q
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> WAN, LAN, Wi-Fi Z—t& 18
CAPEX/OPEX® > TUOTL—MERIC KSR EER
i
> ZTPIZK A HFEEE

> D3R T TV r—avERRYT A1V ORRENRSE
> HRfEEEDHE

A—HEREOM L

> HIR)TLavETIVIZEY  BEICIELTEXR ) To 9 —E XZEN

IBETILOIESE o
> WO ETILORFE(3Y IN—T4—VNFZA 2T IR TR
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EWA>5 D WA 5
O A X

R ORRME

BTEXR

wmERR

L TEREHE

o) T488E

7TV r—avavka—iL

NIV a—T424

BEIZiECTarhra—5—%58

iR

©)
FW, SW, WIFI, VNF

O
FWE @A 5D A D AT RE

O

O

O

@)
CLITIEHRINFH AT BE

AVRO—F5—FBEARHELY OVRA—S5—ADT I AN BE

X A
FW® & RT, VNF
A

X
Bundle licenseDEA N NHE RiE. BEFTHRENIID

X O
o A
31d party FW&EH#E
A A
O X

CLITIE#HRENSE A el 5E GUID #
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