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Screen A>3

1. IRTED Screen AT %FRRUFT

user@srx> show configuration security | match

set
set
set
set
set
set
set
set
set
set

security
security
security
security
security

security

security
security
security
security

screen
screen
screen
screen
screen
screen
screen
screen
screen

ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option
ids-option

untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen
untrust-screen

screen | display set
icmp ping-death

ip source-route-option
ip tear-drop

tcp
tcp
tcp
tcp
tcp
tcp

syn-flood
syn-flood
syn-flood
syn-flood
syn-flood
land

alarm-threshold 1024
attack-threshold 200
source-threshold 1024
destination-threshold 2048
timeout 20

zones security-zone untrust screen untrust-screen

% EERET AN PDERTE

2. Screen AT %ENUET

user@srx# set security screen ids-option untrust-screen limit-session destination-ip-based 50

3. Screen Profile Z Security Zone (CEXTEUET

user@srx# set security zones security-zone untrust screen untrust-screen
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Screen A>3

EYTEDRESS 1

user@srx# show
security {
screen {
ids-option untrust-screen {
icmp |
ping-death;
}
ip {
source-route-option;
tear-drop;
}
tep |
syn-flood {
alarm-threshold 1024;
attack-threshold 200;
source-threshold 1024;
destination-threshold 2048;
timeout 20;
}
land;
}
limit-session {
destination-ip-based 50;

Juniper

NETWORKS |

© 2022 Juniper Networks

Juniper Business Use Only



Screen A>3

S TEDHESR 2

zones {
security-zone untrust {
screen untrust-screen;
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Screen A>3

NI>H—DhERR

user@srx> show security screen statistics zone untrust
Screen statistics:

IDS attack type Statistics
ICMP flood 0
UDP flood
TCP winnuke
TCP port scan

(&kg)

IP block fragment
Destination session limit
IPv6 extension header

(&kg)
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Screen A>3

OF > D% E
« Syslog %:%7E

user@srx# set system syslog file messages any any

« Syslog Z&R

userl@srx> show log messages

May 13 16:54:25 srx RT IDS: RT SCREEN SESSION LIMIT: Dst IP session limit! source: 192.168.26.226:undefined, destination:
192.168.1.1:undefined, protocol-id: 1, zone name: untrust, interface name: ge-0/0/0.0, action: drop
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