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\JS—~R—2Z IPsec VPN

~1

TERAER

« 2 D0 SRX300 #4aafE (Hds A | #ds B )THRUZ—R-2Z

® IPsec VPN %i%7TE

« Trust Y—> / Untrust Y—>BOtF 157K —%3EEL

(S % Hl ]
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\J>—~R—2X IPsec VPN

~1

« SXTEHIEME. root N\XT—ROERE. RAMRZHTELET

XHEST A | 23 B NENOD configuration T—RICTET

user@srx# delete

This will delete the entire configuration

Delete everything under this level? [yes,no] (no) yes

user@srx# set system root-authentication plain-text-password
New password: Juniperl23
Retype new password: Juniperl23

XHERR A (CTRTE
user@srx# set system host-name SRX300-A

XH2R B (CTEHTE
user@srx# set system host-name SRX300-B

XHERR A | BEER B TNTENICET
user@srx# commit
commit completed

-
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\J>—~R—2X IPsec VPN

~1

« 12AJI-A%ZRTELET

XHESR A ([CTERTE
root@SRX300-A# set interfaces address 10.1.1.100/24
root@SRX300-A# set interfaces address 192.168.1.254/24

XSS B (CTERTE
root@SRX300-B# set interfaces address 10.1.2.100/24
root@SRX300-B# set interfaces address 192.168.2.254/24

« TIAML—NERELET
XFERAITIE 10.1.1.254 & 10.1.2.254 % Internet AIOT AL NP — NI 1A LABTE

XHE2R A (CTERTE
root@SRX300-A# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.254

X PSR B (CTERTE
root@SRX300-B# set routing-options static route 0.0.0.0/0 next-hop 10.1.2.254

« TFIVFY-DEFELET

XHERR A [CTERTE

root@SRX300-A# security security-zone Trust interfaces ge-0/0/2.0

root@SRX300-A# security security-zone Trust address-book address 192.168.1.0 192.168.1.0/24

root@SRX300-A# security security-zone Untrust address-book address 192.168.2.0 192.168.2.0/24

root@SRX300-A# security security-zone Untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services ike

XHEER B [CTERTE

root@SRX300-B# security security-zone Trust interfaces ge-0/0/2.0

root@SRX300-B# security security-zone Trust address-book address 192.168.2.0 192.168.2.0/24

root@SRX300-B# security security-zone Untrust address-book address 192.168.1.0 192.168.1.0/24

root@SRX300-B# security security-zone Untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services ike

Pel | 5
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\J>—~R—2X IPsec VPN

~1

« TFIUFRIS—ZFHELET

X A [CTERTE
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#

XHE2s B (CTERTE
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#

© 2022 Juniper Networks

security
security
security
security
security
security
security
security

security
security
security
security
security
security
security
security

policies
policies
policies
policies
policies
policies
policies
policies

policies
policies
policies
policies
policies
policies
policies
policies

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

Trust to-zone Untrust
Trust to-zone Untrust
Trust to-zone Untrust
Trust to-zone Untrust

Untrust to-zone
Untrust to-zone
Untrust to-zone
Untrust to-zone

Trust
Trust
Trust
Trust

Trust to-zone Untrust
Trust to-zone Untrust
Trust to-zone Untrust
Trust to-zone Untrust

Untrust to-zone
Untrust to-zone
Untrust to-zone
Untrust to-zone

Trust
Trust
Trust
Trust

match source-address 192.168.1.0
match destination-address 192.168.2.
match application any

then permit tunnel ipsec-vpn VPN-A
match source-address 192.168.2.0
match destination-address 192.168.1.
match application any

then permit tunnel ipsec-vpn VPN-A

match source-address 192.168.2.0
match destination-address 192.168.1.
match application any

then permit tunnel ipsec-vpn VPN-B
match source-address 192.168.1.0
match destination-address 192.168.2.
match application any

then permit tunnel ipsec-vpn VPN-B

Juniper Business Use Only
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~1

\J>—~R—2X IPsec VPN

« IKE ( Phasel #&#t JOJ7AN MU — - —NJ1A) 2R ELET

XHERR A [CTERTE

root@SRX300-A# security i proposal Pl authentication-method pre-shared-keys
root@SRX300-A# security i proposal Pl dh-group group?2

root@SRX300-A# security i proposal Pl authentication-algorithm shal
root@SRX300-A# security i proposal Pl encryption-algorithm aes-128-cbc
root@SRX300-A# security i policy IKE-Policy mode main

root@SRX300-A# security i policy IKE-Policy proposals Pl

root@SRX300-A# security i policy IKE-Policy pre-shared-key ascii-text “Junosl23”
root@SRX300-A# security i gateway Gateway-A external-interface ge-0/0/0.0
root@SRX300-A# security i gateway Gateway-A ike-policy IKE-Policy
root@SRX300-A# security i gateway Gateway-A address 10.1.2.100

XHEER B ([CTERTE

root@SRX300-B# security i proposal Pl authentication-method pre-shared-keys
root@SRX300-B# security i proposal Pl dh-group group?2

root@SRX300-B# security i proposal Pl authentication-algorithm shal
root@SRX300-B# security i proposal Pl encryption-algorithm aes-128-cbc
root@SRX300-B# security i policy IKE-Policy mode main

root@SRX300-B# security i policy IKE-Policy proposals Pl

root@SRX300-B# security i policy IKE-Policy pre-shared-key ascii-text “Junosl23”
root@SRX300-B# security i gateway Gateway-B external-interface ge-0/0/0.0
root@SRX300-B# security i gateway Gateway-B ike-policy IKE-Policy
root@SRX300-B# security i gateway Gateway-B address 10.1.1.100

© 2022 Juniper Networks Juniper Business Use Only
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~1

\J>—~R—2X IPsec VPN

- IPsec ( Phase2 &%t JOMNR—H)L-/RUS—- VPN YZKTELET

« TCP MSS

XHERR A (CTERTE

root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#

MRS B (CTERTE

root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#

security
security
security
security
security
security

security

security
security
security
security
security
security
security

R EZRRUET

proposal P2 protocol esp

proposal P2 authentication-algorithm hmac-shal-96
proposal P2 encryption-algorithm aes-128-cbc

policy IPsec-Policy proposals P2

policy IPsec-Policy perfect-forward-secrecy keys group2
vpn VPN-A ike gateway Gateway-A

vpn VPN-A ike ipsec-policy IPsec-Policy

proposal P2 protocol esp

proposal P2 authentication-algorithm hmac-shal-96
proposal P2 encryption-algorithm aes-128-cbc

policy IPsec-Policy proposals P2

policy IPsec-Policy perfect-forward-secrecy keys group2
vpn VPN-B ike gateway Gateway-B

vpn VPN-B ike ipsec-policy IPsec-Policy

XA IRIBICEDE GAE I EHD

Xtkds A (2R B (C

—_
axX AE

root@SRX300# set security flow tcp-mss ipsec-vpn mss 1350

© 2022 Juniper Networks
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\J>—~R—2X IPsec VPN

~1

SHEDRER 1 (security ike)

XHER A
[edit]
root@SRX300-A# show security ike
proposal Pl {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;
}
policy IKE-Policy {
mode main;
proposals Pl;
pre-shared-key ascii-text "$9$-
3bY4UjgQF/jHpBIRSys2gJjH"; ## SECRET-DATA
}
gateway Gateway-A {
ike-policy IKE-Policy;
address 10.1.2.100;
external-interface ge-0/0/0.0;

© 2022 Juniper Networks

XHds B
[edit]
root@SRX300-B# show security ike
proposal Pl {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;
}
policy IKE-Policy {
mode main;
proposals Pl;
pre-shared-key ascii-text "$9$hL4yeM7-wazj-V.5Q0z6/1KvL-
V"; ## SECRET-DATA
}
gateway Gateway-B {
ike-policy IKE-Policy;
address 10.1.1.100;
external-interface ge-0/0/0.0;

Juniper

Juniper Business Use Only
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)3 —~R—Z IPsec VPN

SSTEDMEER 2 (security ipsec . security flow )

XEs A XHds B
[edit] [edit]
root@SRX300-A# show security ipsec root@SRX300-B# show security ipsec
proposal P2 { proposal P2 {
protocol esp; protocol esp;
authentication-algorithm hmac-shal-96; authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc; encryption-algorithm aes-128-cbc;
} }
policy IPsec-Policy { policy IPsec-Policy {
perfect-forward-secrecy { perfect-forward-secrecy {
keys group2; keys group2;
} }
proposals P2; proposals P2;
} }
vpn VPN-A ({ vpn VPN-B {
ike { ike {
gateway Gateway-A; gateway Gateway-B;
ipsec-policy IPsec-Policy; ipsec-policy IPsec-Policy;

[edit] [edit]
root@SRX300-A# show security flow root@SRX300-B# show security flow
tcp-mss { tcp-mss {
ipsec-vpn { ipsec-vpn {
mss 1350; mss 1350;

Jjuniper |
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)3 —~R—Z IPsec VPN

EXTEDIEER 3 ( security policies )

XHER A
[edit]
root@SRX300-A# show security policies
from-zone Trust to-zone Untrust {
policy TtoU ({
match {
source-address 192.168.1.0;
destination-address 192.168.2.0;
application any;
}
then {
permit {
tunnel {
ipsec-vpn VPN-A;

from-zone Untrust to-zone Trust {
policy UtoT {

match {
source-address 192.168.2.0;
destination-address 192.168.1.0;
application any;

}

then {
permit {

tunnel {
ipsec-vpn VPN-A;

XHds B
[edit]
root@SRX300-B# show security policies
from-zone Trust to-zone Untrust {
policy TtoU ({
match {
source-address 192.168.2.0;
destination-address 192.168.1.0;
application any;
}
then {
permit {
tunnel {
ipsec-vpn VPN-B;

from-zone Untrust to-zone Trust ({
policy UtoT ({

match {
source-address 192.168.1.0;
destination-address 192.168.2.0;
application any;

}

then {
permit {

tunnel {
ipsec-vpn VPN-B;

Juniper
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\J>—~R—2X IPsec VPN

~1

SHTEDHER 4 security zones )

Xikas A
[edit]
root@SRX300-A# show security zones
security-zone Trust ({
address-book {
address 192.168.1.0 192.168.1.0/24;

}

interfaces {
ge-0/0/2.0;

}

security-zone Untrust {
address-book {
address 192.168.2.0 192.168.2.0/24;
}
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {
system-services
ike;

© 2022 Juniper Networks

Xtds B

[edit]

root@SRX300-B# show security zones
security-zone Trust ({

}

address-book {
address 192.168.2.0 192.168.2.0/24;

}

interfaces {
ge-0/0/2.0;

security-zone Untrust

Juniper Business Use Only

address-book {
address 192.168.1.0 192.168.1.0/24;
}
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {
system-services {
ike;

Juniper
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\J>—~R—2X IPsec VPN

~1

Y TEDHEER 5 (interfaces .

Xikas A
[edit]
root@SRX300-A# show
ge-0/0/0 {
unit 0 {
family inet
address

}

}

ge-0/0/2 {
unit 0 {

family inet
address

[edit]
root@SRX300-A# show
static {

route 0.0.0.0/0

© 2022 Juniper Networks

interfaces

{
10.1.1.100/24;

{
192.168.1.254/24;

routing-options

next-hop 10.1.1.254;

routing-options )

Xtds B
[edit]
root@SRX300-B# show
ge-0/0/0 {
unit 0 {
family inet
address

}
}
ge-0/0/2 {
unit 0 {
family inet
address

[edit]
root@SRX300-B# show
static {

route 0.0.0.0/0 next-hop 10.1.2.254;

Juniper Business Use Only

interfaces

{
10.1.2.100/24;

{
192.168.2.254/24;

routing-options

Juniper

NETWORKS

13



\J>—~R—2X IPsec VPN

~1

BIEDMEER

Xhkds A
root@SRX300-A> show security ike security-associations

Index State 1Initiator cookie Responder cookie Mode Remote Address

3899019 UP a902482689ddf832 981e51f9%4d2ebacb Main 10.1.2.100

root@SRX300-A> show security ipsec security-associations
Total active tunnels: 1 Total Ipsec sas: 1
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<131073 ESP:aes-cbc-128/shal 610cca75 3576/ unlim - root 500 10.1.2.100
>131073 ESP:aes-cbc-128/shal 98053bc4 3576/ unlim - root 500 10.1.2.100

XHds B

root@SRX300-B> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
5550467 UP a902482689ddf832 981le51f94d2ebac5 Main 10.1.1.100

root@SRX300-B> show security ipsec security-associations
Total active tunnels: 1 Total Ipsec sas: 1
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<131073 ESP:aes-cbc-128/shal 98053bc4 3333/ unlim - root 500 10.1.1.100
>131073 ESP:aes-cbc-128/shal 610cca75 3333/ unlim - root 500 10.1.1.100

© 2022 Juniper Networks Juniper Business Use Only
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