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EAX

Name

VLAN with Web Filtering

VIP-USERS

vip role
Unrestricted VLAN
Slava's cert
Printers

Mistifi LAB Users

Machine Authentication

loT Tunnel VLAN

Employees in Azure AD

¥ Type

AAA Attribute
Directory Attribute
AAA Attribute

AAA Attribute
Certificate Attribute
Client List

AAA Attribute

AAA Attribute

AAA Attribute

Directory Attribute

Values

VLAN: 720
Group: vip-users
Role: vip-cert

VLAN: 750

Common Name (CN): slava

Client MAC: 00aabc*
Realm: @lab.mistifi.com
User Name: host\*
VLAN: 710

Group: Employee

Policy

Org Policies

Each user/resources session is evaluated according to the list of Policy rules. The policy for the first matching rule is applied.

AddRule | Create Label AAA Attribute
D No. Name Match Criteria (match on location, SSID, User Group, etc) Policy Assigne: VLAN: 750 ts, etc)
O 1 Wireless Certun s v e e [
O 3 wredCortau s v -
0 s wRcen : v -
Last All Users x
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Mist Access Assurance - 759K NAC H—EAR
5547 MREER NAC KU —(CHi3E

(%5Y>1R— ROEVETE)

MOﬂitDr Wirsless | Wired "“"lm slava@lab,.mistifi.com

12:00 AM Sap 2 - 1200 AM Sep 3

100 am - £:00 s, Sep - Bytey: no data, 0.00 Mbps

Client Events 297Tewl 1aGood 15Neuwal 0 Bad

[— —
Authorization & ACHLAARS
BeEasEaTtEN

NAC Authoritalion  BAQLARAR]
Suteeis

NAC Server HEIL AL T
Certifcate

Walidation Success

NAC Client BROLABAPY
Cortificate

Validation Success L3
DS Suecess SHEpLARA
Gatirvay ARP BADLABA?

12.00am, Sep 2

AP
I

Authentieation Type
Cevuificate CN
Coviificate Expiry

Certificate SAN [UPN)

1400am, Sep3d =

BROLABAPZ
LL L T
BO2NX
Shiva

2023010771 136247

Sl |l e Coem

’ STALING-LAS MON w 0 ¥
Palicy
Org Policles
Fach userresnurons saion 1 valuated according to the ket of Palicy rules. The policy for the Brst munchieg rode is applled
i Fnahle | Opable
L Matoh Crikeria cron \ © Putey Asvigrred Pelicles (VAN Reie Seaso .
' v M Resources 4 ..
2 v .
3 W Lild
a v ..
) g | voroe
. v e e
 um | x [t B T
BSSIO 505k 355 b0 6%

Cortificate Serial Number 580000024

User Name slava®lab. missd).com

Cortificate Issuer fOC=comvDC=mistifDC
AT slal: CA

Certificate SAN (Emad) slavaillab misedi com

EAP Type EAPCTLS
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12:00 AM Jun 1 - 12:00 AM Jun 2

Total bytes

ANonNymous

Lab1

Client Events 31Total 11Good 5 Neutral

Autnorization
Failure(]

AP Deauthentication

NAC Authentication

Failed

Authorization
Failure

AP Deauthentication

NAC Authentication
Failed

AP Deauthentication

SC50: 3550 Ec

5c:5b:35:50:c7:4¢

5c:5h:35:52:1f:7f

5¢:5b:35:50:¢7:4¢

5¢:5b:35:50:¢7:4¢

5¢:5b:35:52:1f:7f

5¢:5b:35:50:c7:4¢

15 Bad

THU, 01:26 PM

(drag an area of interest to Zoom In)

AP

SSID

Authentication Type

Certificate Expiry

a)

DatajRate

19 12

4:00 pm - 5:00 pm, Jun 1: 23.9 MB, 0.05 Mbps

5¢:5b:35:52:1f:7f BSSID 5c:5b:35:5b:ad:d3

Client does not trust the
certificate of the Mist
Authentication Service.
PleJse check client device
configuration and import
Mist certificate from
Organization > Access >
Certificates

nac-1x Description

802.1X

0001-01-01T00:00:00Z

User Name slava@mistdemo.com

I
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Mist Access Assurance EERNASAIOMN —Z2Y o

Home / Mist Access Assurance

Mis

AJuniper Company

Mist Access Assurance

This course will take you through the origins of NAC (Network Access Control) and how the 2 largest vendors
evolved. We will then introduce Mist Access Assurance and the benefit of being the first vendor to introduce a
simple cloud based solution that is already integrated to you Juniper-Mist network. We will also have a little fun
showing the differences from the leading monolith solutions vs Access Assurance.

CONTENT

™ Introduction to NAC

> Evolution of existing NAC solutions
(> Scaling NAC in production

> Introduction to Mist Access Assurance
> Mist Access Assurance Architecture 1
(> Access Assurance Architecture 2

™ Intro to current NAC vs Mist Access Assurance

Support Tickets
Cloud Status

Ports & Endpoints
Mist Documentation
APl Documentation
Feature Updates
Firmware Updates
Mist Edge Updates

JSl on JSP

Terms of Use

https://courses.mist.com/learner/courseinfo/id: 185
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Marvis CI [3&=#1D LLM $ilizERH

REFIAION
YNI—IONSTNS1-T4>)

FLYINR-X LLM &
(ChatGPT 3.0/4.0)

SHOFFEEC? |

MARVIS ", =

Hello, Tarek! 'm Marvis, your virtual network
assistant.

Here are some options to get started:

£\ Troubleshoot | () Search | [Z] Documentation

¢} Marvis Actions

Marvis (ZFEEEHS Cl #EHE
= A3 1h—REEIAE

CI [IFFRO1I-—Y—(1>5-TJ1—R
= [ARE. FNELI-Y-EF\WEIH ? ]

what is the difference between TCP vs. UDP

GPT-3: The main difference between TCP and UDP is that TCP is a connection-oriented protocol and UDP is a connectionless protocol. TCP establishes a connection between two

hosts before data can be sent, while UDP does not require a connection before data can be sent. TCP is more reliable and provides error checking and correction, while UDP is

faster and more efficient for data transmission.

Here are some resources related to your query that can help.

Juniper Business Use Only
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ChatGPT fiS7TE

MARVIS

ACTIONS "t o, Sines ] LATEST UPDATES #

. Kosmar- Remote W
Cherts Appication

AN Actspng

1
\
I L
0 Layer 1 I MARVIS
%,
LY S
x —
, —
“-._‘ Here are some resources related to your query that can help.
N |
\'-\. Configuring the L3 VXLAN Plug-in with EVPN =]
0 Connectivity \ AN EVPN ML2 plug-in uses VXLAN tunnels along with on hierarcha ‘ ult L3 service
1 - plug-in present ir My ) F 156 L | r r
l p for VXLA i ( ries d t A tir
.

B AP 0 Swwitch Deployment of Campus Fabric EVPN Multihoming With Wired Assurance =}

ide 1 ee names Is a sma ygram that basically depicts the topology that th yalls. You basical e abe he line the

o

0 Other Actions

What topic would you like to know more about?

what are juniper ap led error codes

]|
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© 2023 Juniper Networks .

NETWORKS




Marvis ¢& ChatGPT OSICESHAR ?
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ChatGPT DS
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< RSSI M Avg @ Min/Max & Latency
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70 dBer
e
200ms

80 dBrr
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IJGIO-II’\ anio-out ;deo-ln V_IUEOAOIJ[
23 Packet Loss 23 Jitter
Apr-10 Apr-11 Apr-12 Apr-13 Apr-14 Apr-15 Apr-16 Apr-17 Apr-10 Apr-11 Ape-12 Ape-13 Ape-14 Ape-15
0.6%
J0ms
L o 10ms
i i J | | L1

audlo-in audlo-out video-In video-out audio-In audio-out video-In video-out
23 CPU Usage
Apr-1 Apr P Apr-1 P o

|

Apr-12 Apr-14 Apr-18 Apr-16 Apr-17
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Al for Wi-Fi 6E (6GHz) TKR—bMIAVUAZRILEXK

Mist AI™ 88Uk 51=)(— AP24

NSASIA - srcomsisa 51> srEEmE Y-
o AP24: 2x2:2SS BRN7IT R b

& e I~7*f}\/ SR
, 2.4GHz 771X 2 4 + 5 GHz + SN RRAFv>
6 GHz 79t / « 6+ 5GHz + b/ RAFv>
Bluetooth LE 5.3
—=® 5GHz 7’]’67\ Yl BLE
« ESL HY7R—
BRIty
— ’ MGig HK—b (802.3b2)
2.5 Gbps PHY
802.3at EBIRTIIL#%EE

* [i[i&|E¥ke ESL OIZHDBLE

6E HOD Al

SVRVI - — K 5% iRt T 5
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Premium Analytics O&#il53k
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= Clients
E] Access Points

Switches

(+) waN Edges
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' LIVE DEMO WED, 10:25 AM

Premium Analytics

WaAN

WAN Insights - SRX &

WAN Insights - SSR &

OTHER

Audit Logs ©
Executive Summary - Wireless ©

Inventory &
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Premium Analytics D&#lEEk

WAN Insights - SSR

Report Period Site

is in the last 7 days

5l

Mangalia

China

Service Level summiary of Sites
Site Name

Alaska

Boston

Dallas

Seattle

Westford

is any value

S

WAN Edges

Japan

WAN Edge

is any value

Interface Name Interface Type
is any value is any value
Organization : Live Demo

2885.95

GBytes Traffic Volume

Deployment Sites

Canada

North
Pacific

NMraan

WAN SLEs

lceland Sweden
Finl
Norwmy
linlted Denmark
Kingdam Ba
Gir many
France
Roma
North ’
| i g Italy
Atlantic Spain
Groec
Ocean Sk
& Mapbox @& CpenSiresthap Improve this map
Health Link Health

WAN Edge Device Health

100.00%
100.00%
100.00%
100.00%
100.00%

justnow 3 - :

22

MNurmber of Interfaces

~  WAN Edge Device Health

99.98%
99.98%
99.92%

66.59%

959.88%
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WAN Security - SSR
Timeframe Site Name
Last 90 Days is any value

IDP Threats Summary (Copy)

S5R Hostname

is any value

Attack Name

HTTP:INVALID:MSNG-HTTP-VER
HTTP:INVALID:MSNG-HTTP-VER
TROJANBACKORIFICE:BOZK-CONM...
SSH:BRUTE-LOGIN
HTTP:OVERFLOW:STATUS-CODE-OF
HTTP:CTS:NGINX-RTR-PRCS-BO
HTTFINVALID:BAD-CONTENT-LEN...
HTTR:OVERFLOW:CONTENT-LENGTH
HTTP:EXPLOIT-HOSTRANDOM-5
HTTP:EXPLOIT:-HOSTRANDOM-3
SSL-AUDIT.EXFORT-GRADE-CIPHER
HTTP:AUDIT-UNWISE-CHAR

RLOGIM: INFO:RLOGIN-LOGIN
TCPAUDIT:S2C-SIMUL-SYN

L A

oW M o= =W

Severity
Major
Major
Major
Minor
Major
Major
Major
Minor
Minor
Minos
Minor
Minor
Info

Major

is any value

Wanedge Security Event

200

150

o0

50

IDP Based Threats

|IDP Threat Trend

o VAYAY

justnow =

N A D lr/ —

W
H'L/,dm

May 8

May 15 May 22 May 29

— HTTP-AUDIT:UNWISE-CHAR
= HTTP:EXPLOIT:HOST-RANDOM-5

HTTP-OVERFLOW.CONTENT-LENGTH

— SSH-BRUTE-LOGIN

RLOGIN
NOME

TROJAM-BACKORIFICE:BO2K-CONNECT

IDP Threat Details
Action
close
close

close

close
close

close

close
close

close

close

close

Jun 5

Jun12 Jun 19 Jun 26
Event Part Date Local Date

— HTTP:CTS:NGINX-RTR-FRCS-BO
= HTTP:INVALID:BAD-CONTENT-LENGTH
— HTTP.OVERFLOW:STATUS-CODE-OF

S5LAUDIT:EXPORT-GRADE-CIPHER

Pratocol
tcp
tep
tcp
tep
tcp
tep
tcp
top

tep
tcp
tcp
tep
tep

Jul3 Jul 10 Jul17 Jul 24 Jul 31

HTTF:EXPLOIT-HOSTRANDOM-3
—— HTTR:INVALID:MSNG-HTTP-VER
— RLOGIMINFO:RLOGIN-LOGIN

TCP-AUDIT-Z2C-SIMUL-SYN

‘Wanadge Security Event

I o
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