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Juniper Connected Security
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Juniper SASE

AI-driven SD-WAN + Juniper Secure Edge
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AI-driven SD-WAN
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Secure the Edge

H5WBEFRT
1-Y—¢E7 A R% @

IKTUI939 R

DRE, PRET D

" SaaS Internet
17— (BN : : 9
IPATIA—EF 1T % : 5
R, DILADTRED Juniper g ¥ FWaasS
W BEHNS FyhI—oE Secure Edge " ©
EERRELET, 5 =
e 747 9A4=)UE Security Director Cloud [C&3EH o v Secure
INERERRY N —IHV5 o @

e - - cw @ Web
KIERRY NI —IET : : B Gateway
JIA— AR
BR3ERCHIETBENTEET, q

1 E —— Frr ,@3 Advanced
X y i EEN Threat
- H—RF—-EPA2H4 2021652 M e 1 [2=] ,
Y-EMBEO 1T EEE ) \ Prevention
Fv >IN/ KED XI5/ IR JeE—hI1-Y—-

Juniper |

© 2022 Juniper Networks Juniper BusinessUseOnly T NETWORKS



I30FeF1UF1h5tF17 (IVF-T34X) IYIA

HEWBBFATI—Y LT NI RAZ2DORE, (REITS

L / ‘

=X §

o | Aewsec |

Lo IPsec Secure Edge :

- : Interet

o " oe  SRX1500/4k

o FPIR/AE E meaerw |

l," I’!’ --------------------------- P h \ ; '.‘ """"""""""" ~

] "-| ----- - . L. ': .
| EE_ . @ ‘. Juniper Security | rr r T i
’ o rxaonseries E T i
| & SRX EDD Series i :: : m (/—\ .
L XIE/E a . | * : JA‘ .

' '. : |

____________________________

---;---%-.----1-...-“' ““1----15:-_-9-_-&:/-9--_ ----- F},'r
c @ )
; -

JE-R1-H- ! SaaS

------------------------

Juniper | s

© 2022 Juniper Networks
Juniper Business UseOnly T T NETWORKS



SSE DX {ERHI

75O RCERIRIDdEF1)T4

TEEESE (1-Y—. T)\14R, 7N,

g o F9hI—7. 59K) ([CEADAFIFBRROIRIE
£ FE = . ECFEJéhl':@ﬁH\?FEJéﬂT:?)BO)t
- 1ok SINTLRWVED (S R-=IT
| - - WU ':) . WET 5, BBERE
4)*9—*‘y|\4 1)’ 97'3#77”!} (SaaS) » KTUwII59K (1aas)
1T MEEELET A
: :  FOFACTARRY TS AICRTLET.
: ‘ (f0 POCREIE - wEL s
____________ | : = TN N
: : “‘ \ 0“‘ s
5 e Trus | oo | oo [N
— = BRORESL
=i ZROBSIE - 51258 (EDR/XDR. SOARRE) (2
L T _ _ HSGRUS —DiEF

| o REOTIV/TIAR/T—IR—AEDRIT
| Ix-k  FIRE-IK | POEDEN LT —HZIREL., (RFEIT D
: ° : - BILTLET—4
1 a 1
: EEO1-Y— :
020 mper etworis {-f,:%-ﬂ)-ifi-ﬁﬁ ------ Jun”:)er | 14

Juniper Business UseOnly T T NETWORKS



SERED)/—IF—>vT
JSE [3EIICHEU TIRATEETY

417 SD-WAN/SASE (CEiLkH 5B

EA. 7IOMAY M RUS—DPEBT
BATJOCAGHETY

IPAT A=, CF1UT 1 (CEERD &S

SD-WAN A5 —%ZBEGERELTNS. BLLIE
IR4R. SD-WAN (CEBKR[ZZRVD, TFIUFAAI S -V
SASE (F(d SSE) EREZZIFOTUVBLZHAFULTVWS

SD-WAN [cEilkD 353

TFIVFAARIY—ZBEGEELTVD, BULIRESD
HEEHE-LO>TVWBREDD., 1FELAICFVYI AL S,
SD-WAN A5 —ISASE (F)(d SSE) iiig%
FOTVWBALZRIFLTVWD

Juniper Business Use Only






Security Director Cloud

Juniper
Security Director Cloud
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Dashboard ~

My Dashboard X

Top 5 Users by Bandwidth

SRX X Secure Edge X

Time Span: 30 days

:1:.. -

Top 5 Service Locations by Users
Time Span: 30 days

nulltsuj...hirata— _
unauthenticated-user (D
nulhshirata— @ jsec-california
nulltsuji-shirata-- [ ]
juniper.netiesuji i
0 50M 100M 150M 200M 0 2 4 6 8 10 12
Values Values
Lsst updated: Oct 24, 2022, £08:42 24 Mare Details Lsst updated: Oct 24, 2022, £08:42 24 Mare Details

Overview

Bandwidth

51.1 Kbps
Average usage

Last updsted: Oct 24, 2022, 2:06:42 BM

Top 5 Sites by Users

Users

Time Span: 30 days
Volume

20 15.43 GB

10 of 200 users

More Details

Total Service Locations
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SE_test w

Top 3 Sites by Bandwidth
Time Span: 30 days
ctc_spoke_ipsec_5_11 0
bergt_test_2_ipsec_1_3 0
bergt_test 2 _ipsec_1_2 0

Last updated: Oct 24, 2022, 2406432 BM ore Details

Top 3 Service Locations by Bandwidth
Time Span: 30 days

jsec-california 0.08%

30.2 Kbps of 40.0 Mbps Used

jsec-virginia 0.05%

20.9 Kbps of 40.0 Mbps Used

Last updated: Oct 24, 2022, 2406432 BM ore Details

Juniper

NETWORKS




J—EAfR (POP)

. POPS - &5t 4 D0 POP HFIFIEIAET, S#%aBCEMINZFETY
+ 2 20 POP ZFIEL. B/ \NIEOH - 2EZIRL TS

« I1—H—
> 1—H—#4T POP HIDDFT 3T —A > A AN RES
> IRTE. 1,000 1—Y-HD 1 /ORI A%ER - T)\AAFEEINZL)
> (1 1-Y-5757)(X =11-Y-)

o HiIE
> meigiiEld, Ul TROLSICERENET
o "JOET3IZ " - BESNBZI-Y—EEDIDVTVET
o "FE" - EEBOESBRHIUSEHIREDIHICERINET
> boXRIVERKET 300 Mbps

Juniper Business Use Only

NNNNNNNN



O0-=>9)1—-Y—[C&D Web/SaaS 7I7tA

¥
n'®

0 gw Workspacn

E] wekdoy mOG D
@

~  ameme
O (e @ S R —H— . . n .
Ey SIS AO0-3F 15—
o T "
il HTTP/S TI&RZ0M] POP A
. SAML (IdP #&) . LDAP,
o R x Q - O-MILT —HR—R(C kD158
¢ PU:I 4 POPnN
“ 3%;;@& (CHUT. PAToT714741¢&
S AN VDRIV =t ORI L et o1
WRLT \ / URL2
HRETRY 25 ] ATP 739 RCLDEERB R
PAC file
@
£
Roaming User 1
© 2022 Juniper Networks Jun”:)er | 19

Juniper Business UseOnly T T NETWORKS



O0—-=>41—-Y¥- - PAC (Proxy Auto Configuration)

PAC &3 ?
o I-RT-AFRiEEN1-Y-0HTEIEIND
Windows. MacOS. iOS. F#fzldAndroid 547>k

- XIS J39Y Chrome. Firefox. Microsoft Edge
(Safari MIGFIE)

o J3SUYNSI4vI (HTTP/S) (COMERAEIN
IRTOIIwH(ET0F2NFET (Explicit Proxy)
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o IR PAC J7(IEHASHUDERINTVET
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 DNS

« AWS THIFHEINTLYS Route 53 (&
[EREIL\] POP OALED IP 7RLAZIRUET
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Name*

Description @

URL @

XML Code @

Clone PAC recommended.pac ®

recommended.pac_clone S

PAC file generated from template:
recommended

if (dnsDomainls(host, excludeDomainsli])) {
if (debug_pac) {
alert("Returning EXCLUDED_DOMAINS TRUE")
}
return true

}

}
if (debug_pac) {
alert("Returning EXCLUDED_DOMAINS FALSE")

return false
}

/I Check if destination domain requires high bandwidth
// and so should be excluded from proxying.
function IsHighBandwidthHost(host) {

var hosts = [ 'youtube.com', ‘facebook.com']

for (i = 0; i < hosts.length; i++) {
if (dnsDomainls(host, hosts[i])) {

uniper Business Use Only
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SAML Profile LDAP Profile Hosted Database
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\/ SAML Profile

» SAML: GA (ClE Okta with MFA & AzureAD H'
%iné%fﬁ?j Service Provider (SP)

> LDAP mls i i
Username attribute* ) mail
INATAT—ANR—=R
> / \ T’(/ T /\ Sign authentication reque... @ ()

\Y
ATV -Y-
_—~

First name attribute* @ givename

> Juniper Identification Management Service
Collector

> Id P 'U'— EZ(J:I@%E’\J (:;{j‘m%ﬁ Identity Provider (1dP)
AN : — IdP settings @ ® Import scgings
9 ) [/ - j,l %$E (L j\j-}l_ltj\ Enter settings manu%

Enter metadata URL
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Secure Edge Policy @

1 selected

(] Seq

0 hits

0 hits

0 hits

0 hits

0 hits

0 hits

Rule Name

khendrych_1

Ping-Any

Office365
Permit traffic to Office365 by default

IMs

Core-Network-Services

Permit Core Network Services

Default-Web-Inspection
Permit, Decrypt, and Inspect Web Tra.

Redirect-Unauthenticated-Users

Redirect Unauthenticated Usersto th...

Sources

53 khendrych_10.0_10

0
g

Any
3d2012.loc\Domain Users

Do i

Do i

51 Any

A2 unauthenticated-user

Destinations

=]

Any

Office365

Any
Enhanced_Games  +1

Last update: A few seconds ago by mbergt@juniper.net

Applications/Services

% Any
$x Any

ping

Eo R
3

% DNS 1
Ik defaults

&

'@
=
E
8
+
&

Ik http-proxy  +2

N

Action

o Permit

Q Permit

Q Permit

@ Redirect

& permit

o Permit

@ permit

Advanced Security
IPS Decrypt Web Filtering
Content Filtering  Anti-malware

Secintel

IPS Decrypt Web Filtering
Content Filtering  Anti-malware

Secintel

1PS Decrypt Web Filtering
Content Filtering  Anti-malware
Seclntel

IPS Decrypt Web Filtering
Content Filtering  Anti-malware
Secintel

IPS Decrypt Web Filtering
Content Filtering  Anti-malware
Secintel

IPS Decrypt Web Filtering
Content Filtering  Anti-malware
Secintel

IPS Decrypt Web Filtering
Content Filtering  Anti-malware

Seclntel

Total Rules O () Redeploy required [

(wev] |+ 2 @ V- Q

Options

ol |
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JuniPer | Secure Edge

API Access Policy
- LIOUQGS |1 Seectea | 10 10t ¥
~[H] Managed Apps
[ ITSM
[ SH_SNOW._Incident_Notificatio
[} devw78613_servicenow_Incident
~(H FileSharing
=
0
O

55_AWS_Quarantine_53.s3

W_Office365_q2devil sharepol

W _Office365_g2devil.onedrive

[ KK_Box_losandbox

[ BRK_cacquar

[_| chris_box

SR_Office365_cashga.onedrive

[ SR_Office365_casbga.sharepoii

[[] Office365_NonSSO _fireage.sha

[ Office365_NonS50_fireage.one
] Communication

[J sR_Office365_casbga.teams

[ Office365_NonSS0 _fireage.tea

[ wW_Office365_gq2devil.teams

Protect

LONExT Hules ACTION

Content Scanning
Data Type

1 Item selected

Rule Template

. Payment Card Industry (PCI) Data

External DLP

Context Rules

Context Type

Sharing Type

Context Exceptions
Apply to Content Actions

Context Type

Whitelist Domains

«@©

Context

External

Whitelist Domains

2 Whitelist Domains

| Provious | s | Mo IR
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Anomaly Details
thomas.o'calloway@q2devil.lobluetestga2.com - DownloadCount - 3/9/2022, 8:45:07 PM
Click each point for further detalls, or drag anywhere on the chart to rotate It
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Single Policy
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JUNIPER CONNECTED SECURITY
Jun”?er | Driven by

Experience QUICK START GUIDE Partner Center mt*lu;-{,\o_:/“
https://partners.juniper.net/partnercenter/solutions/security/

Everything You
Need to

Get Started
Selling Juniper
Connected
Security

JUﬂ”Der Sales Programs & Promotions Products & Solutions Services Marketing Japan My Account Q
NETWORK

Juniper Connected Seécurity -

Partner Center > Products & Solutions >

Make your network threat aware with Juniper Connected Security.

The move to multicloud and distributed environments creates operational complexity leading to gaps in your customer’s defense against security threats. Your
customers require a better approach to security that effectively safeguards their organization while streamlining operations. Juniper’s seamless security

architecture delivers automated enforcement, increased visibility, and cloud protection to do just that.

Benefits of Juniper Security Products
Visibility: Gain visibility to the entire network, from endpoint to edge and every cloud in between.
Intelligence: Automatically recognize threats, regardless of attack vector.

Enforcement: Every point of connection on the network, no matter how small, acts in its defense.

Prospect Qualify Customize Prove Propose

Identify prospect’s Gru': q,gl:? Guide the Help justify the
challenges and how recor:rr:e’:\;iéén or prospect’s decision purchase and close
Juniper addresses . OSSR to purchase Juniper the deal

Juniper
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https://partners.juniper.net/partnercenter/solutions/security/

Seure Edge DlzhDUY—-R

TechLibrary

Day One+  Product Documentation~  Design Center v  Learning Center v

Home > TechLibrary »

Juniper Secure Edge

Juniper Secure Edge provides Firewall as a Service (FWaa$) in a single-stack software architecture managed by J

Y  Filter by title

XXX
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Learn

Set Up

How To

Resources & Tools

Release Notes

Get details about new and updated features for a release

Get Started

Initial steps to set up your product

User Guides

Discover how to configure, monitor, use, and troubleshoot you
product

Support Resources

Download software and get product support in our knowledge

« Secure Edge O7—4>—h

« Juniper Secure Edge Tech Library

« Juniper Secure Edge: getting started guide

« Security Director Cloud REfaX>k

- S E&hi#E Juniper Secure Edge ®7TE CASB & DLP :
https://www.youtube.com/watch?v=0QRpNIJDZZUk

- )BTRS Juniper Secure Edge TUE—RI—-h—%{RETS
https://www.youtube.com/watch?v=zYBTL8kKBxw
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https://www.juniper.net/us/en/products/security/secure-edge-datasheet.html
https://www.juniper.net/documentation/product/us/en/juniper-secure-edge/
https://www.juniper.net/documentation/us/en/software/secure-edge/getting-started/secure-edge-getting-started/secure-edge-getting-started.pdf
https://www.juniper.net/documentation/product/us/en/juniper-security-director-cloud/
https://www.youtube.com/watch?v=QRpNIJDZZUk
https://www.youtube.com/watch?v=zYBTL8kKBxw
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