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0. CN2 Install
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Contrail Install

« Contrail CIZFLL T D3 DDEREE Y R—FLTWVET,

e Single Kubernetes Cluster (Shared Network)

+  Kubernetes/Contrail (2 #@EMDInterface & {5 F
e Single Kubernetes Cluster (Multi Network)

«  Kubernetes & Contrail D@1E & 5 5
e Multi Kubernetes Cluster

o #E#HDKubernetes ClusterZ12MContrail C&

»  Center Cluster[ZM&Contrail ControllerZF 704 L. fhCluster|ZIEFT 704 LAY
Center Cluster®Contrail Controller/h 5 ftiCluster®vRouter & &8

Single Kubernetes Cluster (Shared Network) Single Kubernetes Cluster (Multi Network)

Multi Kubernetes Cluster

Kubernetes Control Plane Node Kubernetes Control Plane Node
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Controller VRouter
(Juniper Networks
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To Internet
(Juniper Networks
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Other Local Network

o o= Kubernetes
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Other Local Network
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Kubernetes Worker Node
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URL LinklVersion 22.21) >4 &% Y £

Contrail Insta" Steps 4 VR R—LT BVersionlZE o= K¥ary hESBFEEL

1. Free Trialy4 IZ7 Y £ X L. hub.juniper.net® 7 A > FEF

https://www.juniper.net/jp/ja/forms/cn2-free-trial.html

2. Kubernetes® 4 > X k—JL
+  Kubernetes® A4 > X F—I)LAEIZHIRIEHY TEA
+  Kubernetes® 4 YR k—LHDFIHTHDAIE. UTESEICLTLESL

https://www.juniper.net/documentation/us/en/software/cn-cloud-native22/cn-cloud-native-k8s-install-and-lcm/topics/task/cn-cloud-native-k8s-create-kubernetes-cluster.html

https://kubernetes.io/ja/docs/setup/production-environment/tools/kubeadm/
e Contrail Requirements

https://www.juniper.net/documentation/en_US/release-independent/contrail-cloud-native/topics/reference/cloud-native-contrail-supported-platforms.pdf

https://www.juniper.net/documentation/us/en/software/cn-cloud-native22/cn-cloud-native-k8s-install-and-lcm/topics/reference/cn-cloud-native-system-requirements.html

3. UT®DOHYA khH i5Contrail Deployment Manifests® Download

*  https://support.juniper.net/support/downloads/?p=contrail-networking

« HEROGEWAIEIuniperfBEAFICERBULELELC SN

4. Contrail 1 > X b—JL

+ “kubectl -f apply deployer.yaml” GContrailm’f > X b—I)LEhFT,
s HMLURTYTIEUTESBLTLESN
https://www.juniper.net/documentation/us/en/software/cn-cloud-native22/cn-cloud-native-k8s-install-and-lcm/topics/concept/cn-cloud-native-k8s-install-overview.html|

5. Contrail Analytics 4 > X k—JL (Option)

https://www.juniper.net/documentation/us/en/software/cn-cloud-native22/cn-cloud-native-k8s-install-and-lcm/topics/topic-map/cn-cloud-native-k8s-install-contrail-analytics.html
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1. Namespace
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Namespace

Contrail TI&22 D% 4 FMNamespace=FIFHT 5 Z &M ATEE

jn-000222

Internet
* Non-Isolated Namespace
« default-pod-network, default-service-networkldNamespacefd] THH ;ﬁ
. PodlZ4 S A2 DD POD & NATH L THE&E AT B Non Isolated Namespaces Isolated Namespaces g
«  PodI&”IP Fabric Forwarding”, “Fabric Source NAT"##8e 2 F AT H & T e L oo | e *
Underlay Network~ £ #: AV AT RE
* |solated Namespace
« deault-pod-network, default-service-networkl&NamespaceBIZEE#IEH s 3 . 4 setoutponervor L _,
+  Podl&E—Namespace M POD M & 4% AV AT e L] etsatsonicmenuork L
«  PodlENon-Isolated Namespace®ServicelZ 7 ¥ & X A &g ' froee 4
«  Pod/ServiceDIP Address(& % 5 X 2 MPod/Service Subnet & [& L Subneth M E A , default-pochetwork
Ehd i ] T T et X
«  PodIZ”IP Fabric Forwarding”, “Fabric Source NAT"#4 8% ®BAT 5 & T o e,
Underlay Network~ 5 AV AT RE
+  “Virtual Network Router(VNR)"##E % FIFH 9 % = & TNamespacefil &t HV Al B P - P default-podnetwork N
E\__ i~-_ E~-- E‘-o i*-- default-servicenetwork e
2022 Juniper Networks JUﬂIPe | 8
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Namespace - Isolated Namespace

Sample: Isolated Namespace

apiVersion: v1
kind: Namespace

metadata:
name: nsi <-- Namespace#

labels:
core.juniper.net/isolated-namespace: "true" <-- Isolated Namespace & & #1t

Sample: Isolated Namespace with IP fabric Forwarding / Fabric SNAT

apiVersion: v1
kind: Namespace

metadata:
name: nsi <-- Namespace#
labels:
core.juniper.net/isolated-namespace: "true" <-- Isolated Namespace & & %1t

annotations:
core.juniper.net/forwarding-mode: "ip-fabric | fabric-snat" <-- “ip-fabric”l&NATZ%: L TUnderlay~#&#5, "fabric-snat”ldWorkerNode® P TSNAT & fiUnderlay~ &5
A% %E [Zdefault-pod-networklZsxt L TOHE S

2022 Juniper Networks JUmlpe | 9
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Namespace - Isolated Namespace

#IRERK L F-NameSpacelZdefault-podnetwork, default-servicenetwork g & h %

# kubectl get vn -A

NAMESPACE NAME VNI  IP FAMILIES  STATE AGE

contrail-k8s-kubemanager-clusterl-juniper-local-contrail default-podnetwork 2 V6, Vv4 Success  78m

contrail-k8s-kubemanager-clusterl-juniper-local-contrail default-servicenetwork 4 v6,Vv4 Success  78m

contrail ip-fabric 3 Success  78m

contrail link-local 1 Success  78m

nsl default-podnetwork 5 V6, Vv4 Success 10m

nsl default-servicenetwork 6 V6, Vv4 Success  10m

cluster namespace®@subnetMN{FR S 5 1=8. Isolated Namespacefg|ZsubnetlEEpL & %5 (Y

# kubectl get subnet -A

NAMESPACE NAME CIDR USAGE  STATE AGE

contrail-k8s-kubemanager-clusterl-juniper-local-contrail default-podnetwork-pod-v4-subnet 10.233.64.0/18 0.15%  Success  99m

contrail-k8s-kubemanager-clusterl-juniper-local-contrail default-podnetwork-pod-v6-subnet fd85:ee78:d8a6:8607::1:0/112 0.04%  Success  99m

contrail-k8s-kubemanager-clusterl-juniper-local-contrail  default-servicenetwork-pod-v4-subnet 10.233.0.0/18 0.12%  Success  99m

contrail-k8s-kubemanager-clusterl-juniper-local-contrail default-servicenetwork-pod-v6-subnet  fd85:ee78:d8a6:8607::1000/116 0.07% Success  99m
© 2022 Juniper Networks JUﬂIPer | 10
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Namespace - PODfERL

Sample: Isolated Namespace N M POD{E L default-podnetworkIZiEfi S %
apiVersion: v1 # kubectl describe pod centosl -n nsl
kind: Pod Name: centosl
metadata: Namespace: nsl
name: centos1 Priority: 0
namespace: nsl Node: cn2-workerl/172.27.115.242
spec: Start Time: Mon, 20 Jun 2022 01:32:56 +0000
containers: Labels: <none>
- name: centos1 Annotations: kube-manager.juniper.net/vm-uuid: 2b94@bcb-41le2-4b70-934f-f29b06023966
image: centos Status: Running
command: [ "/bin/bash", "-c" ] IP: 10.233.65.8
args: IPs:
- sleep infinity; IP: 10.233.65.8
securityContext: IP: fd85:ee78:d8a6:8607::1:108
privileged: true
capabilities:
add:
- NET_ADMIN

Juniper
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Namespace- Fabric SNAT

« Fabric SNATZtruelZt v k L1=15&. PODO SHER~NDE
{E1XPODA % B9 5 WorkerNode®Interface IP(vhostO
Interface IP) TSNATE L 5

o SNATDT=8. S E8H 5PODADIERIEATA]

2022 Juniper Networks Juniper Public

I src:172.27.115.242, dst:8.8.8.8

K8S Worker
=)
vhostO Interface (172.27.115.242)

| vRouter

default pod net

src:10.0.0.2, dst:8.8.8.8

[ (SNAT Enable)

\ 10.0.0.2
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Namespace - Fabric Forwarding

I src:10.0.0.2, dst:8.8.8.8

 Fabric ForwardingZtruelZt v k L1=154&. PODM 54 EA~ K8S Worker IC |
DBEIFFDFEFFUnderlay~Efi SN b / vhostO Interface (172.27.115.242)
« Contrail Control Node &4V & JL— A [ TBGPiE#iZ L TLV5 Ej
ZmE. PODDOHKRR kJIL— FHBGP/inet unicastiZ & Y 44 &fJL default pod net
— A& ~NAdvertisezs 3 (Fabric Forwarding Enable)
SEMIL9. SN ERIL— RS SR [
src:10.0.0.2, dst:8.8.8.8

\ 10.0.0.2 /

2022 Juniper Networks JUﬂ“:)er | 13
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2. Virtual Network
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Virtual Network

default-podnetwork, default-servicenetwork A4} IZNamespaceH
(21D LLE®DVirtual Network % YE B AT HE

Virtual Networkl&Routinglnstance(VRF)MW M TH Y. Virtual
Network & D #E#t (LA Al

VNR(#&k) Z{# 9 % = & TVirtual Network 8 i #t AV A #E
Virtual Network[Z##3 < Subnet(IPv4/1Pv6) % £ L

Virtual Network[Z X ELF D3 DD ForwardingModeh & %

12_13 : IP FIB, MAC FIB % Lookup (Default Mode)
12 : MAC FIB® #Lookup
I3 : IP FIB®D #&Lookup

Default-podnetwork[E]#kIZIP Fabric Forwarding, Fabric SNAT®
AT

2022 Juniper Networks
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Virtual Network - NAD(Network Attachment Definition)

Sample: IPv4 NAD

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: nadl
namespace: nsl
annotations:
juniper.net/networks: '{
"ipamV4Subnet": "10.0.0.0/24",
"ipamVéSubnet": "2001:db8::/64",
"routeTargetList": ["target:64512:1"],
"importRouteTargetList": ["target:10.2.2.2:561"],
"exportRouteTargetList": ["target:10.1.1.1:561"],
"fabricSNAT": true
}l
spec:
config: '{
"cniVersion": "0.3.1",
"name": "nad1",

"type": "contrail-k8s-cni"

}

2022 Juniper Networks

NADZ{ER 9 % Z & TVirtual Network & SubnethN s %

# kubectl get vn -n nsl

NAME VNI  IP FAMILIES  STATE AGE
default-podnetwork 5 V6, Vv4 Success  3d20h
default-servicenetwork 6 V6, Vv4 Success  3d20h
nadl 9 V6, Vv4 Success 11s
# kubectl get subnet -n nsl

< Optional NAME CIDR USAGE  STATE AGE

< Optional nadl-v4 10.0.0.0/24 1.17%  Success 15s

< Optional nadl-v6  2001:db8::/64 ©.00% Success 15s

< Optional

< Optional

< Optional

Juniper Public
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Virtual Network - POD{ERE

Sample: Isolated Namespace I D vn1(ZPODYERL

apiVersion: v1
kind: Pod
metadata:
name: centos1
namespace: nsl
annotations:
k8s.v1.cni.cncf.io/networks: ns1/vn1 & ¥#:9 % Virtual Network # 5 7E
spec:
containers:
- name: centos1
image: centos
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1: & PODI(EMulti-Interface & 7 5 1= 8. Virtual Network ] ~Ddefault route # 55
sleep infinity;
securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN

juniper | w
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Virtual Network - POD{ERE

PODIZ&default-podnetwork & vnliZiEfE s h b

# kubectl describe pod centosl -n nsl "interface": "ethl",
Name : centosl "ips": [
Namespace: nsl "10.0.0.2",
Priority: 0 "2001:db8::2"
Node: cn2-workerl/172.27.115.242 1,
Start Time: Mon, 20 Jun 2022 01:44:34 +0000 "mac": "02:34:d0:6c:e7:0b",
Labels: <none> "dns": {}
Annotations: k8s.vl.cni.cncf.io/network-status: ]
[{ k8s.vl.cni.cncf.io/networks: nsl/nadl
"name": "nsl/default-podnetwork", kube-manager. juniper.net/vm-uuid: 8a@8bdf@-5bec-40cb-8e25-
"interface": "eth@", c1921e351c93
"ips": [ Status: Running
"10.233.65.8", IP: 10.233.65.8
"fd85:ee78:d8a6:8607::1:108" IPs:
1, IP: 10.233.65.8
"mac": "02:92:8e:f7:8c:40", IP: fd85:ee78:d8a6:8607::1:108
"default": true,
"dns": {}
Fod
"name": "nsl/nadl",
2022 Juniper Networks Juniper Public JUﬂ LBQ! | 18



Virtual Network - POD4ERK - Multi Virtual Net

Sample: vn1, vn2IZ {9 5 PODYERL

apiVersion: v1
kind: Pod
metadata:
name: centos1
namespace: nsl
annotations:
k8s.v1.cni.cncf.io/networks: ns1/vni, ns1/vn2
spec:
containers:
- name: centos1
image: centos
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1;
sleep infinity;
securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN

2022 Juniper Networks

# kubectl describe pod centos1 -n nsi1

Name: centosl
Namespace: nsl
Priority: O

Node: cn2-worker1/172.27.115.242
Start Time: Wed, 22 Jun 2022 00:35:11 +0000
Labels: <none>
Annotations: k8s.v1.cni.cncf.io/network-status:
[{
"name": "ns1/default-podnetwork",
"interface": "ethQ",
"ips": [
"10.233.65.8",
"fd85:ee78:d8a6:8607::1:108"
1,
"mac": "02:f1:0f:c3:ef:17",
"default": true,
"dns": {}
L
"name": "ns1/vn1",
"interface": "eth1",
"ips": [
"10.0.0.2"
1,
"mac": "02:73:fa:01:d7:a3",
"dns": {}
L

"name": "ns1/vn2",
"interface": "eth2",
Ilipsll: [

"20.0.0.2"
]

"mac": "02:b2:0f:c0:cé:fb",
"dns": {}
1
k8s.v1.cni.cncf.io/networks: ns1/vni,
nsl/vn2
kube-manager.juniper.net/vm-uuid:
fbf38889-0e83-4c37-8e59-29e7672a53¢c9
Status: Running
IP: 10.233.65.8
IPs:
IP: 10.233.65.8
IP: fd85:ee78:d8a6:8607::1:108

Juniper Public
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Virtual Network - POD{ERK - & D fiNetwork Option

Sample Yaml:

apiVersion: v1
kind: Pod
metadata:
name: centos1
namespace: nsl
k8s.v1.cni.cncf.io/networks: |-
[
{
"name": "vnl",
"namespace": "ns1",
"cni-args": null,
"ips": ['10.0.0.100"],
"mac": "de:ad:00:00:be:ef",
"interface": "tap1”

"name": "vn2",
"namespace": "ns1",
"cni-args": null,

"ips": ['20.0.0.100"],
"mac": "de:ad:00:00:be:ee",
"interface": "tap2"

2022 Juniper Networks

< PODDIPIEE
< PODOOMACIETE

Juniper Public

spec:
containers:
- name: centos1
image: centos
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;

ip route add default via 10.0.0.1;

sleep infinity;
securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN

Junipe

NETWORKS

20



Virtual Network - Subnet IPv4

« Network Attachment Definition(NAD)LL4} [ZSubnet, Virtual Network Z & 51 1Z5%%FE LPODIZ7 & v F Al RE

« Subnet, Virtual Network TIZNAD & Y ALV NS5 A —4 ZIEFE [ fE

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet

metadata:

name: subnetl-v4

namespace: nsl

annotations:

core.juniper.net/display-name: subnet1-v4

spec:

cidr: 10.0.0.0/24

defaultGateway: 10.0.0.1

dnsNameservers: [8.8.8.8]

bgpaasPrimarylP: 10.0.0.2
bgpaasSecondarylIP: 10.0.0.3
disableBGPaaSIPAutoAllocation: true | false
fgName: <string>

< PODIZ{+ 59 %IP Range
& BGPaaSTEAY 5IP(t& i)

& truelZt w b L1=H4& . bgpaasPrimarylP, bgpaasSecondarylPld i 7E

2022 Juniper Networks
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Virtual Network - Subnet IPvé

« Network Attachment Definition(NAD)LL4} [ZSubnet, Virtual Network Z & 51 1Z5%%FE LPODIZ7 & v F Al RE

« Subnet, Virtual Network TIZNAD & Y ALV NS5 A —4 ZIEFE [ fE

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:

name: subnetl-vé

namespace: nsl

annotations:

core.juniper.net/display-name: subnet1-vé

spec:
cidr: 2001:db8::/64
defaultGateway: 2001:db8::1 < PODIZ{+ 59 %IP Range
dnsNameservers: [2001:db8::8:8:8:8]
bgpaasPrimaryIP: 2001:db8::2 < BGPaaSTHEMAY 5 IP(&h)

bgpaasSecondarylP: 2001:db8::3
disableBGPaaSIPAutoAllocation: true | false

& truelZt w b L1=H4& . bgpaasPrimarylP, bgpaasSecondarylPld i 7E
fgName: <string>

2022 Juniper Networks Juniper Public JUﬂ":)e ‘ 22
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Virtual Network

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl-v4
vé6SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl-vé
routeTargetList:
- target:23:4561
- target:21:7000
- target:871:6540
importRouteTargetList:
- target:10.2.2.2:561
- target:97:651
exportRouteTargetList:
- target:10.1.1.1:561
- target:97:651
virtualNetworkProperties:
forwardingMode: 12_13
rpf: disable
fabricForwarding: false
fabricSNAT: false
isProviderNetwork: false

+ Virtual NetworkZ4Ef L. SubnetZ#t21+%

& IPv4 SubnetF 55

& IPv6 SubnetZ 1EE
< Option

< Option
< Option

< Option
& Option: 12 or I3 or 12_I3(default)

< Option default false
< Option default false

2022 Juniper Networks

& Option default false (truelZ L= & . &M D EERT)

Juniper Public
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& Option (ReversePathForwarding) Default: disable (true: SourcelP@RouteTable ValidationF = v 2 & %)
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3. Virtual Network Router
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Virtual Network Router (VNR)

«  VNRIZRouteLeaklZ & Y Virtual Networkfs Z #&#5% Namespacel
« 1 DMOVNRIZ#E D Virtual Network % 1 A §E % %
« Virtual Network(Z#E 2D VNRIZE#E Al 5E ‘ x ’
* VNR Type
Default T lZVirtual NetworkfE D& E (XA 1]
e Mesh:

2 TOPODIFEWZEETTRE

*  Hub:
_ Namespacel
Spoke/HubfIMVNRIFE LM @IS AT HE

Type Spoke & MfE TRouteLeakE 11 %

«  HubM®Virtual Netowrkf§ IZ@{E AT
* Spoke: ___O___

Spoke/HubfIMVNRIZE LM BIE AT 8

Type SpokefF £ [&RouteLeak & #L7%5LY L - Q - y

SpokeM M Virtual NetworkfE (L @IS A T

VNRIZ#EH:9 5 2 &2 & Y Virtual Network S #E§ AV AT B
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Virtual Network Router (VNR) - Mesh - Casel

Sample Yaml

Namespacel apiVersion: core.contrail.juniper.net/vlalphal

kind: Subnet

metadata:
namespace: nsl
name: subnetl
- = - annotations:

core.juniper.net/display-name: subnetl
spec:
cidr: "10.0.0.0/24"

« [E—NamespaceNIZ# VN1, VN2%VNR1(Mesh)lZ TigEfx defaultGateway: 10.0.0.1

_ apiVersion: core.contrail.juniper.net/vlalphal
« Virtual NetworkIZE&E L 7=LabellZ< v F L = #Fi& ZImport  |kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vnl
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl

2022 Juniper Networks Juniper Public
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Virtual Network Router (VNR) - Mesh - Casel

apiVersion: core.contrail.juniper
kind: Subnet
metadata:

namespace: nsl

name: subnet2

annotations:

core.juniper.net/display-name:

spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1
apiVersion: core.contrail.juniper
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn2
annotations:

core.juniper.net/display-name:

labels:
vn: db
spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnet?2

.net/vlalphal

subnet?2

.net/vlalphal

vn2

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: nsl
name: vnril
annotations:
core.juniper.net/display-name: vnrl
labels:
vnr: web
spec:
type: mesh
virtualNetworkSelector:
matchExpressions:
- key: vn
operator: In
values: [web, db]

Juniper Public

Juniper
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Virtual Network Router (VNR) - Mesh - Case2

Namespacel

/%Q%\
=-¢-&,

« [RE—NamespaceX
Network[E % & #t

* VNRIZTVNRIZE
3

2022 Juniper Networks

TELHVNRIZEHE N TLYAVirtual

E L f=LabelZImportd 5% Z & TVNRfE %

Juniper Public

Sample Yaml

apiVersion: core.contrail.juniper
kind: Subnet
metadata:

namespace: nsl

name: subnetl

annotations:

core.juniper.net/display-name:

spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:

core.juniper.net/display-name:

labels:
vh: web
spec:
v4SubnetReference:

.net/vlalphal

subnetl

.net/vlalphal

vnl

apiVersion: core.contrail.juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnetl

Juniper
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Virtual Network Router (VNR) - Mesh - Case2

apiVersion: core.contrail.juniper
kind: Subnet
metadata:

namespace: nsl

name: subnet2

annotations:

core.juniper.net/display-name:

spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1
apiVersion: core.contrail.juniper
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn2
annotations:

core.juniper.net/display-name:

labels:
vn: db
spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnet?2

.net/vlalphal

subnet?2

.net/vlalphal

vn2

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal

kind: VirtualNetworkRouter
metadata:

namespace: nsl

name: vnrl

annotations:

core.juniper.net/display-name:

labels:

vnr: web
spec:

type: mesh

virtualNetworkSelector:
matchLabels:

vh: web

import:

virtualNetworkRouters:

vnrl

- virtualNetworkRouterSelector:

matchlLabels:
vnr: db

Juniper Public

& VNR2®D Label(vnr: db) %
VNR1IZImport

Juniper
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Virtual Network Router (VNR) - Mesh - Case2

apiVersion: core.contrail.juniper.net/vlalphal

kind: VirtualNetworkRouter
metadata:

namespace: nsl

name: vnr2

annotations:

core.juniper.net/display-name:

labels:
vnr: db
spec:
type: mesh
virtualNetworkSelector:
matchLabels:
vh: db
import:
virtualNetworkRouters:

vnr2

- virtualNetworkRouterSelector:

matchlLabels:
vnr: web

2022 Juniper Networks

< VNR1®Label(vnr: web)
#VNR2([ZImport
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Virtual Network Router (VNR) - Mesh - Case3

Namespacel Sample Yaml

apiVersion: vl
kind: Namespace

metadata:
name: nsl
———Q——— labels:

core.juniper.net/isolated-namespace: "true"
ns: nsl

Namespace?2

apiVersion: vl
kind: Namespace

metadata:
— —_— - name: ns2
labels:

core.juniper.net/isolated-namespace: "true"

. ns: ns2
« E7:%Namespace TEX HVNRIZHEE#HT S TLY S Virtual
NetworkFﬂ%?&ff\ﬁ apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
- — =i — metadata:
« VNRIZTNamespacelZE%7E L f-LabelZ#Import9 4 _ & TE R
75 A Namespace D VNRH % ik name: subnetl
annotations:
core.juniper.net/display-name: subnetl
spec:

cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1

2022 Juniper Networks Juniper Public

Juniper

NETWORKS

31



Virtual Network Router (VNR) - Mesh - Case3

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vnl
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: ns2
name: subnet2
annotations:
core.juniper.net/display-name: subnet2
spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: ns2
name: vn2
annotations:
core.juniper.net/display-name: vn2
labels:
vn: db
spec:
v4SubnetReference:
apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet
namespace: ns2
name: subnet2

Juniper Public

Juniper
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Virtual Network Router (VNR) - Mesh - Case3

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: nsl
name: vnrl
annotations:
core.juniper.net/display-name: vnrl
labels:
vnr: web
spec:
type: mesh
virtualNetworkSelector:
matchLabels:
vh: web
import:
virtualNetworkRouters:
- virtualNetworkRouterSelector:
matchLabels:
vnr: db
namespaceSelector:
matchLabels:
ns: ns2

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: ns2
name: vnr2
annotations:
core.juniper.net/display-name: vnr2
labels:
vnr: db
spec:
type: mesh
virtualNetworkSelector:
matchLabels:
vh: db
import:
virtualNetworkRouters:
- virtualNetworkRouterSelector:
matchLabels:
vnr: web
namespaceSelector:
matchLabels:
ns: nsl

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Casel

Namespacel

@ N

QO
S /

« [@El—Namespace THub&Spoke

« VN1, VN2I&Spoke VNRIZ##E. VN3IZHub VNRIZ &5k
e VN1/VN3SEEY VN2 /VNIREIZE LI BIETTRE

« VN1 /VN2MRILBERT

2022 Juniper Networks Juniper Public

Sample Yaml

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: nsl
name: subnetl
annotations:
core.juniper.net/display-name: subnetl
spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vnl
labels:
vn: web
spec:
v4SubnetReference:

apiVersion: core.contrail.juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnetl

Juniper
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Virtual Network Router (VNR) - Hub&Spoke - Casel

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

namespace: nsl

name: subnet2

annotations:

core.juniper.net/display-name: subnet2

spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:

namespace: nsl

name: vn2

annotations:

core.juniper.net/display-name: vn2

labels:

vn: web

spec:
v4SubnetReference:

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnet2

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

namespace: nsl

name: subnet3

annotations:

core.juniper.net/display-name: subnet3

spec:
cidr: "30.0.0.0/24"
defaultGateway: 30.0.0.1

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:

namespace: nsl

name: vn3

annotations:

core.juniper.net/display-name: vn3

labels:

vn: db

spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnet3

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Casel

apiVersion: core.contrail.juniper.net/vlalphal

kind: VirtualNetworkRouter
metadata:

namespace: nsl

name: vnrl

annotations:

core.juniper.net/display-name:

labels:

vnrgroup: spokes
spec:

type: spoke

virtualNetworkSelector:
matchLabels:

vh: web

import:

virtualNetworkRouters:

vnrl

- virtualNetworkRouterSelector:

matchLabels:
vnrgroup: hubs

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal

kind: VirtualNetworkRouter
metadata:

namespace: nsl

name: vnr2

annotations:

core.juniper.net/display-name:

labels:

vnrgroup: hubs
spec:

type: hub

virtualNetworkSelector:
matchLabels:

vh: db

import:

virtualNetworkRouters:

vnr2

- virtualNetworkRouterSelector:

matchLabels:
vnrgroup: spokes

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Case2

Namespacel

///’

S

~

/

Namespace?2

///’

o=

\_

~

/

« E73 %5Namespacefl THub&Spoke

« VN1, VN2I&Spoke VNRIZ##E. VN3IZHub VNRIZ &5k

« VN1/VN3ERU VN2 /VNIEILAE LI EETRE

« VN1 /VN2MRILBERT

2022 Juniper Networks

Sample Yaml

apiVersion: vl
kind: Namespace
metadata:
name: nsl
labels:
core.juniper.
ns: nsl

apiVersion: vl
kind: Namespace
metadata:
name: ns2
labels:
core.juniper.
ns: ns2
apiVersion: core.
kind: Subnet
metadata:
namespace: nsl
name: subnetl
annotations:
core.juniper.
spec:

defaultGateway:

net/isolated-namespace:

net/isolated-namespace:

"tl"ue"

"tl"ue"

contrail. juniper.net/vlalphal

net/display-name:

cidr: "10.0.0.0/24"

10.0.0.1

subnetl

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Case2

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vnl
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: nsl
name: subnet2
annotations:
core.juniper.net/display-name: subnet2
spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn2
annotations:
core.juniper.net/display-name: vn2
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnet2
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: ns2
name: subnet3
annotations:
core.juniper.net/display-name: subnet3
spec:
cidr: "30.0.0.0/24"
defaultGateway: 30.0.0.1

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Case2

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: ns2
name: vn3
annotations:
core.juniper.net/display-name: vn3
labels:
vn: db
spec:
v4SubnetReference:
apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet
namespace: ns2
name: subnet3

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: nsl
name: vnrl
annotations:
core.juniper.net/display-name: vnrl
labels:
vnrgroup: spokes
spec:
type: spoke
virtualNetworkSelector:
matchLabels:
vh: web
import:
virtualNetworkRouters:
- virtualNetworkRouterSelector:
matchLabels:
vnrgroup: hubs
namespaceSelector:
matchLabels:
ns: ns2

Juniper Public
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Virtual Network Router (VNR) - Hub&Spoke - Case2

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: ns2
name: vnr2
annotations:
core.juniper.net/display-name: vnr2
labels:
vnrgroup: hubs
spec:
type: hub
virtualNetworkSelector:
matchLabels:
vn: db
import:
virtualNetworkRouters:
- virtualNetworkRouterSelector:

matchLabels:
vnrgroup: spokes
namespaceSelector:
matchLabels:
ns: nsl
2022 Juniper Networks JUOLBQSF | 40
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Virtual Network Router (VNR) - Mesh&Hub&Spoke

Namespacel

@ N

/ \

/ \
SO , N
S ——
v
, \ /
Vs \ /
/7 \ /
/ \ /

« E73 %5Namespacefl THub&Spoke

« VN1, VN2[&Spoke VNRIZ#E#H:. VN3, VN4[ZHub VNR &
Mesh VNR(Z {45

« VN1 -VN3/VN4RE., VN2 - VN3/VN4AEIZE LM BIE AR

¢ VN3,VN4%#Mesh VNRIZH#EET H &I12K Y. VN3-VN4
Mt ERAIREE 4D

2022 Juniper Networks Juniper Public

Sample Yaml

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: nsl
name: subnetl
annotations:
core.juniper.net/display-name: subnetl
spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vnl
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnetl

Junipe

NETWORKS

41



Virtual Network Router (VNR) - Mesh&Hub&Spoke

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: nsl
name: subnet2
annotations:
core.juniper.net/display-name: subnet2
spec:
cidr: "20.0.0.0/24"
defaultGateway: 20.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn2
annotations:
core.juniper.net/display-name: vn2
labels:
vn: web
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnet2

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
namespace: nsl
name: subnet3
annotations:
core.juniper.net/display-name: subnet3
spec:
cidr: "30.0.0.0/24"
defaultGateway: 30.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn3
annotations:
core.juniper.net/display-name: vn3
labels:
vn: db
spec:
v4SubnetReference:
apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet
namespace: nsl
name: subnet3

Juniper Public
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Virtual Network Router (VNR) - Mesh&Hub&Spoke

apiVersion: core.contrail.juniper
kind: Subnet
metadata:

namespace: nsl

name: subnet4

annotations:

core.juniper.net/display-name:

spec:
cidr: "40.0.0.0/24"
defaultGateway: 40.0.0.1
apiVersion: core.contrail.juniper
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn4
annotations:

core.juniper.net/display-name:

labels:
vn: db
spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnet4

.net/vlalphal

subnet4

.net/vlalphal

vn4

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal

kind: VirtualNetworkRouter
metadata:

namespace: nsl

name: vnrl

annotations:

core.juniper.net/display-name:

labels:

vnrgroup: spokes
spec:

type: spoke

virtualNetworkSelector:
matchLabels:

vh: web

import:

virtualNetworkRouters:

vnrl

- virtualNetworkRouterSelector:

matchLabels:
vnrgroup: hubs

Juniper Public
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Virtual Network Router (VNR) - Mesh&Hub&Spoke

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: nsl
name: vnr2
annotations:
core.juniper.net/display-name: vnr2
labels:
vnrgroup: hubs
spec:
type: hub
virtualNetworkSelector:
matchLabels:
vn: db
import:
virtualNetworkRouters:
- virtualNetworkRouterSelector:
matchLabels:
vnrgroup: spokes

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetworkRouter
metadata:
namespace: nsl
name: vnr3
annotations:
core.juniper.net/display-name: vnr3
spec:
type: mesh
virtualNetworkSelector:
matchLabels:
vn: db

Juniper Public
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Virtual Network Router (VNR) - Default

Default Cluster Namespace, Contrail NamespacelZ[ZDefaut TEZE SN TULVBVNRMH Y . default-
podnetwork, default-servicenetworkf@l D E#t. Fabric Network~DEHMAEZEIN TS

Isolated Namespace{E i F§1Z ¥ Default CVNRAMERL S 5

Default Cluster Namespace

To IPFabric

Contrail Namespace
Service \ K
default-podnetwork VN

default-servicenetwork VN

vhostO

Fabric VN
DefaultServiceNetwork VNR
(Hub VNR)

- _\
DefaultPodServicelPFabricNetwork VNR ™Gl DefaultIPFabricNetwork VNR
(Spoke VNR) (Hub VNR)
default-podnetwork VN

——

IsolatedNamespacePodToDefaultService VNR
(Spoke VNR)

© 2022 Juniper Networks \
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1

default-servicenetwork VN “
1

1

IsolatedNamespacePodServiceNetwork VNR
(Mesh VNR)

IsolatedNamespacelPFabricNetwork VNR
(Spoke VNR)




4. Route Leak
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Route Leak - Same Route Target

Namespacel
Target:65512:1 Target:65512:1

« VNRZERHHEI . Virtual Network@®Route TargetZHiz %
& TVirtual NetworkfElE# AV AT 88

« Route Target|Z & %Route LeakldVirutal Networkf&l 7= 1+ T %k
<. SHEBIL—42 DFFRRH Import AT B

2022 Juniper Networks Juniper Public

Sample Yaml

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: vnl
namespace: nsl
annotations:
juniper.net/networks: '{
"ipamV4Subnet": "10.0.0.0/24",
"routeTargetlList": ["target:64512:1"]

1
spec:
config: '{
"cniVersion": "0.3.1",
"name": "vnl",
"type": "contrail-k8s-cni"

1
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: vn2
namespace: nsl
annotations:
juniper.net/networks: '{
"ipamV4Subnet": "20.0.0.0/24",
"routeTargetlList": ["target:64512:1"]

1
spec:
config: '{
"cniVersion": "0.3.1",
"name": "vn2",
"type": "contrail-k8s-cni"
1




Route Leak - Route Target Import

Namespacel

4 )

Target:65512:1

v
K RT Export/Import /

Target:65512:2

« VNRZFERHEY . Virtual Network®Route Target%

Export/Import9 5 Z & TVirtual Network[E E#EH Al &E

« Route Target|Z & %Route LeakldVirutal Networkf&l 7= 1+ T %t

<. HERIL—2 DFRIEE Import AT BE

Sample Yaml

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: vnl

namespace: nsl

annotations:

juniper.net/networks: '{
"ipamV4Subnet": "10.0.0.0/24",

2022 Juniper Networks

Juniper Public

"routeTargetlList": ["target:64512:1"],
"importRouteTargetList": ["target:64512:2"],
"exportRouteTargetList": ["target:64512:1"]

3
spec:
config: '{
"cniVersion": "0.3.1",
"name": "vnl",
"type": "contrail-k8s-cni"
i

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: vn2

namespace: nsl

annotations:

juniper.net/networks: '{
"ipamV4Subnet": "20.0.0.0/24"

)

"routeTargetlList": ["target:64512:2"],
"importRouteTargetList": ["target:64512:1"],
"exportRouteTargetList": ["target:64512:2"]

3
spec:
config: '{
"cniVersion": "0.3.1",
"name": "vn2",
"type": "contrail-k8s-cni"
3
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BGPaa$S

Worker Node

______________________

| POD i

: BGP | — |

Contrail | maPadl  Bird :
Control Nodel g /i, - !
-5 VN1 |

Contrail  ASSRITMRRY Router |
Control Node2 XMPP BGP ’

« BGPaaSIZ& Y. POD & Contrail Control Nodef#] TBGPHE# AN AT HE
« PODI%Contrail Control Node & M TRoute®Import/Exporth A &

« BGP PeerZig 5PODDIEEHEIE2D
e virtualMachinelnterfacesSelector
«  PODIZE% % L =Label# JTIZPeer& iR E
e virtualMachinelnterfacesReferences
+  PODDOVMI# 55 L Peering
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BGPaaS - virtualMachinelnterfacesSelector

apiVersion: vl
kind: Namespace
metadata:
name: nsl
labels:
core.juniper.net/isolated-namespace: "true"
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
name: subnetl-v4
namespace: nsl
annotations:
core.juniper.net/display-name: subnetl-v4
spec:
cidr: 10.0.0.0/24
defaultGateway: 10.0.0.1
bgpaasPrimaryIP: 10.0.0.2
bgpaasSecondaryIP: 10.0.0.3
disableBGPaaSIPAutoAllocation: true

2022 Juniper Networks

kind: VirtualNetwork

metadata:
namespace: nsl
name: vnl

spec:
v4SubnetReference:

kind: Subnet
namespace: nsl
name: subnetl-v4

apiVersion: core.contrail.juniper.net/vlalphal

apiVersion: core.contrail. juniper.net/vlalphal

& Default false(BGPaaS IPI&BGPaaSZ & # IT1ER L =R B EI4E )

truelZ38E L =15 & . bgpaasPrimarylPl&Mandatory
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BGPaaS - virtualMachinelnterfacesSelector

apiVersion: vl
kind: ConfigMap
metadata:
name: bird-config
namespace: nsl

labels:
app: bird
type: config
data:

bird.conf: |+
router id 10.0.0.4;
protocol device { scan time 10; }
protocol direct { }
protocol kernel {
persist;
scan time 20;
ipv4 {
import all;
export all;
s
ks
protocol bgp bgpl_1 {
local as 10;
neighbor 10.0.0.2 as 64512;
ipv4 {
import all;
export all;

e

apiVersion: vl
kind: Pod
metadata:
name: bird
namespace: nsl
annotations:
k8s.vl.cni.cncf.io/networks: vnl

spec:
containers:

- image: pierky/bird:2.0.9
imagePullPolicy: IfNotPresent
name: bird
volumeMounts:

- name: config-volume
mountPath: /etc/bird

volumes:
- name: config-volume
configMap:

name: bird-config

core.juniper.net/bgpaas-networks:

vnl

Juniper Public
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BGPaaS - virtualMachinelnterfacesSelector

apiVersion: core.contrail.juniper.net/vlalphal
kind: BGPAsAService
metadata:
namespace: nsl
name: bgpaas-test
spec:
shared: false
autonomousSystem: 10
bgpAsAServiceSessionAttributes:
loopCount: 2
routeOriginOverride:
origin: EGP
addressFamilies:
family:
- inet
- inet6
virtualMachineInterfacesSelector:
- matchLabels:
core.juniper.net/bgpaasVN: vnl

< EGP or IGP

2022 Juniper Networks

< PODIZE%%E L f=Label

Juniper Public

Bird BGP Status

bird> show protocols

bird> show route
Table master4:

(100) [AS645127]
via 10.0.0.1 on ethl

(100) [AS645127]

via 10.0.0.1 on ethl

Name Proto Table State
devicel Device --- up
directl Direct --- up
kernell Kernel master4 up
bgpl_1 BGP --- up

10.0.0.5/32 unicast [bgpl_1 02:

10.0.0.4/32 unicast [bgpl_1 02:

Since

02:35:
02:35:
02:35:
02:35:

38:09.

35:20.

Info
15.724
15.724
15.724
20.312 Established

537 from 10.0.0.2] !

315 from 10.0.0.2] !

Contrail Status

# kubectl get BGPRouter -n nsl

NAME TYPE
nsl-vnl-bgpaas-server  bgpaas-server
6m37s

nsl-vnl-bird-cb1ld9a9c  bgpaas-client

em37s

IDENTIFIER  STATE AGE

Success

10.0.0.4 Success
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BGPaaS - virtualMachinelnterfacesReferences

apiVersion: vl
kind: Namespace
metadata:
name: nsl
labels:
core.juniper.net/isolated-namespace: "true"
apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:
name: subnetl-v4
namespace: nsl
annotations:
core.juniper.net/display-name: subnetl-v4
spec:
cidr: 10.0.0.0/24
defaultGateway: 10.0.0.1
bgpaasPrimaryIP: 10.0.0.2
bgpaasSecondaryIP: 10.0.0.3
disableBGPaaSIPAutoAllocation: true

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork

metadata:
namespace: nsl
name: vnl

spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal

kind: Subnet
namespace: nsl
name: subnetl-v4

Juniper Public
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BGPaaS - virtualMachinelnterfacesSelector

apiVersion: vl
kind: ConfigMap
metadata:
name: bird-config
namespace: nsl

labels:
app: bird
type: config
data:

bird.conf: |+
router id 10.0.0.4;
protocol device { scan time 10; }
protocol direct { }
protocol kernel {
persist;
scan time 20;
ipv4 {
import all;
export all;
s
ks
protocol bgp bgpl_1 {
local as 10;
neighbor 10.0.0.2 as 64512;
ipv4 {
import all;
export all;

e

apiVersion: vl
kind: Pod
metadata:
name: bird
namespace: nsl
annotations:
k8s.vl.cni.cncf.io/networks: vnl
spec:
containers:

- image: pierky/bird:2.0.9
imagePullPolicy: IfNotPresent
name: bird
volumeMounts:

- name: config-volume
mountPath: /etc/bird

volumes:
- name: config-volume
configMap:

name: bird-config

Juniper Public
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BGPaaS - virtualMachinelnterfacesSelector

- POD{ERLE. VMIR ZHE:R

fits
# kubectl get vmi -n nsl
CLUSTERNAME NAME NETWORK PODNAME = IFCNAME  STATE AGE
contrail-k8s-kubemanager-clusterl-juniper-local bird-cbld9a9c  wvnl bird ethl Success  8mlZs
contrail-k8s-kubemanager-clusterl-juniper-local bird-d655861b  default-podnetwork  bird etho Success  8mlZs

2022 Juniper Networks
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BGPaaS - virtualMachinelnterfacesSelector

apiVersion: core.contrail.juniper.net/vlalphal
kind: BGPAsAService
metadata:
namespace: nsl
name: bgpaas-test
spec:
shared: false
autonomousSystem: 10
bgpAsAServiceSessionAttributes:
loopCount: 2
routeOriginOverride:
origin: EGP
addressFamilies:
family:
- inet
- inet6
virtualMachineInterfaceReferences:
- apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualMachineInterface
namespace: nsl
name: bird-cbld9a9c

2022 Juniper Networks

Bird BGP Status

bird> show protocols

Name Proto
devicel Device
directl Direct
kernell Kernel

bgpl_1 BGP

bird> show route
Table master4:
10.0.0.5/32
(100) [AS645127]

master4

State

up
up
up
up

Since

02
02
02
02

unicast [bgpl_1 02:38

via 10.0.0.1 on ethl

10.0.0.4/32
(100) [AS645127]

unicast [bgpl_1 02:35:

via 10.0.0.1 on ethl

:35:
:35:
:35:
:35:

:09.

20.

Info
15.724
15.724
15.724
20.312 Established

537 from 10.0.0.2] !

315 from 10.0.0.2] !

& B L1=PODDVMIZIETE
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BGPaa$

«  Contraiffl(OBGP Peer, RouteZf &(EGUIA 5 FER AT HE
http://controller_ip:8083

BgpNeighborListResp

neighbors

instance_name peer deleted peer_address peer_id peer_asn encoding peer_type state closed_at router_type admin_down passive
default-domain:nsl:vnl:vnl nsl-vnl-bird-cbld9a9c false 10.0.0.4 10.0.0.4 10 BGP external Established - bgpaas-client false true

- cnZ-masterl false 172.27.115.241 - [} XMPP internal Established - - false false




6. VLAN Sub Interface
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VLAN Sub Interface

Physical Topology Logical Topology

parent v20

v10

vRouter

« POD & vRouterfd] TTrunkiZE e
« PODIZI&Parent Interface(Tag#i L) & Sub Interface(Tagdh Y ) Z3%5E
« Parenet / Sub InterfacelZInterface GrouplZ & > T#{F(+5

« Network Policyl&WhiteList# =X ("except” option(&Deny Rule & 7%i 3)
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VLAN Sub Interface

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

name: subnetl-v4

namespace: nsl

annotations:

core.juniper.net/display-name: subnetl-v4

spec:

cidr: 10.0.0.0/24

defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork

metadata:
namespace: nsl
name: vnl

spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnetl-v4

2022 Juniper Networks
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apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

name: subnet2-v4

namespace: nsl

annotations:

core.juniper.net/display-name: subnet2-v4

spec:

cidr: 20.0.0.0/24

defaultGateway: 20.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork

metadata:
namespace: nsl
name: vn2

spec:
v4SubnetReference:

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnet2-v4
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VLAN Sub Interface

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

name: subnet3-v4

namespace: nsl

annotations:

core.juniper.net/display-name: subnet3-v4

spec:

cidr: 30.0.0.0/24

defaultGateway: 30.0.0.1
apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork

metadata:
namespace: nsl
name: vn3

spec:
v4SubnetReference:

apiVersion: core.contrail. juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnet3-v4

2022 Juniper Networks

apiVersion: vl
kind: Pod
metadata:
name: centosl
namespace: nsl
annotations:
k8s.vl.cni.cncf.io/networks: |
L
{
"name": "vnl",
"namespace": "nsl1",
"cni-args": {

"net.juniper.contrail.interfacegroup": "ethl"
3
}1
{
"name": "vn2",
"namespace": "nsl1",
"cni-args": {
"net. juniper.contrail.vlan": "100",
"net.juniper.contrail.interfacegroup": "ethl"
3
}1
Juniper 6
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VLAN Sub Interface

{

"name": "vn3",

"namespace": "nsl1",

"cni-args": {
"net.juniper.contrail.vlan": "200",
"net.juniper.contrail.interfacegroup": "ethl"

3

3
]
spec:
containers:

- name: centosl
image: centos
command: [ "/bin/bash", "-c" ]
args:
- sleep infinity;
securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN

2022 Juniper Networks

[root@centosl /]# ip a
2: ethl.100@ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state
UP group default
link/ether 02:3e:63:aa:a4:f3 brd ff:ff.ff:ff:ff:ff
inet 20.0.0.2/24 brd 20.0.0.255 scope global ethl.100
valid_1ft forever preferred_lft forever
inet6 fe80::a816:32ff:feaa:1lac4/64 scope link
valid_1ft forever preferred_lft forever
3: ethl.200@ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state
UP group default
link/ether 02:54:6a:9e:f3:c5 brd ff:ff:ff:ff:ff:ff
inet 30.0.0.2/24 brd 30.0.0.255 scope global ethl.200
valid_1ft forever preferred_lft forever
inet6 fe80::a816:32ff:feaa:1lac4/64 scope link
valid_1ft forever preferred_lft forever
401: eth@@if402: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state
UP group default
link/ether 02:16:89:02:08:2f brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 10.233.65.8/18 brd 10.233.127.255 scope global eth@
valid_1ft forever preferred_lft forever
inet6 fd85:ee78:d8a6:8607::1:108/112 scope global
valid_1ft forever preferred_lft forever
inet6 fe80::40f:acff:fed2:5e46/64 scope link
valid_1ft forever preferred_lft forever
403: ethl@if404: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state
UP group default
link/ether 02:dc:c7:d9:ae:0f brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 10.0.0.2/24 brd 10.0.0.255 scope global ethl
valid_1ft forever preferred_lft forever
inet6 fe80::a816:32ff:feaa:1lac4/64 scope link
valid_1ft forever preferred_lft forever
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Allowed Address Pairs

K8S Worker

N

10.0.0.2

~

10.0.0.3

VRRP
VIP:10.0.0.100

Allowed Address Pair(VIP)ZPODIZ{t &

Address Mode& L TULT D2 D% X EAIRE

active-active: VIPAD 7 U 7 A IXECMPIZ & Y 78K
active-standby: VRRP
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apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet
metadata:

namespace: nsl

name: subnetl

annotations:

core.juniper.net/display-name: subnetl

spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1

apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:

namespace: nsl
name: vnl

annotations:

core.juniper.net/display-name: vnl

spec:
v4SubnetReference:

apiVersion: core.contrail.juniper.net/vlalphal
kind: Subnet

namespace: nsl

name: subnetl
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Allowed Address Pairs

apiVersion: vl
kind: Pod
metadata:
name: keepalivedl
namespace: nsl
annotations:
k8s.vl.cni.cncf.io/networks: |

L

{
"name": "vnl",
"namespace": "nsl",
"cni-args": {
"net.juniper.contrail.allowedAddressPairs": "[{¥"ip¥": ¥"10.0.0.100/32¥" ,¥"mac¥" :¥"X:X:X:X:X:X¥" ,¥"addressMode¥" : é—rnac[i()pﬁon
¥"active-standby¥"3}]”
3

spec:
containers:
- name: keepalivedl
image: my-keepalived
imagePullPolicy: IfNotPresent
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1;
sleep infinity;

securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN
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Allowed Address Pairs

apiVersion: vl
kind: Pod
metadata:
name: keepalived2
namespace: nsl
annotations:
k8s.vl.cni.cncf.io/networks: |

L

{
"name": "vnl",
"namespace": "nsl",
"cni-args": {
"net.juniper.contrail.allowedAddressPairs": "[{¥"ip¥": ¥"10.0.0.100/32¥" ,¥"mac¥" :¥"X:X:X:X:X:X¥" ,¥"addressMode¥" : é—rnac[i()pﬁon
¥"active-standby¥"3}]”
3

spec:
containers:
- name: keepalived2
image: my-keepalived
imagePullPolicy: IfNotPresent
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1;
sleep infinity;

securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN
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Allowed Address Pairs

Sample: keepalived1

global_defs {
vrrp_garp_master_refresh 60

}

vrrp_instance VI_1 {
state MASTER
interface ethl
virtual_router_id 51
priority 150
advert_int 1
virtual_ipaddress {

10.0.0.100

}

Sample: keepalived2

global_defs {
vrrp_garp_master_refresh 60

}

vrrp_instance VI_1 {
state MASTER
interface ethl
virtual_router_id 51
priority 100
advert_int 1
virtual_ipaddress {

10.0.0.100

}

© 2022 Juniper Networks
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8. Network Policy
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Network Policy

ez ]

ingressT l egress

[ )

« Namespace, Virtual NetworkZ &5 1@8{E & U*. Namespace, Virtual NetworkR@{E. 4+&0
BIE =3t L T Network Policy(Firewall) % i# F3

« Network Policyl&POD® Label[IZ## 1 <

« Ingress, EgressM B EMAIREFETE L MG & [LIngressh @A S B)

Juniper | »
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Network Policy

PODIZE&E L fzLabellZz< v F L1=35&. NetworkPolicy"PODIZERA I % >

Network Policy % # 9 % PODRI [T D& 15 1 >
EETICTTYFITLEHZEES
ipBlock, namespaceSelector, podSelector(forg 4 >

from & portsiZandE (AN T Y F LIS EVYINHFTEINB) D

Network Policy % & i 9 % PODIH (1@ 1S D% {EPort >
Network Policy % i# Fi 9" % PODH{E D& 15 #l 1>

to&portsiFandEH(@ AN T Y F LIz S EVIAHFREIND) >

2022 Juniper Networks Network P0|icy é ﬁm j_ %) PO Dﬁjﬁe@ﬁ1§ Port >

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: policyl
namespace: nsl
spec:
podSelector:
matchLabels:
role: webserver
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 10.0.0.0/24
except:
- 10.0.0.3/32
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: client
ports:
- protocol: TCP
port: 80
egress:
- to:
- podSelector:
matchLabels:
role: webserver
ports:
- protocol: TCP
port: 80
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Network Policy - K8S / Contail v v E >4
NETWORK POLICY @CONTRAlL FIREWALL POLICY

LABEL Custom Tag (Label$g)

NAMESPACE Custom Tag (Namespace$g)

NETWORK POLICY FW Policy (Network Policy$s)

INGRESS RULE FW Rule (Ingress Rulef&)

INGRESS CIDR RULES Address Group

CLUSTER Default Application Policy Set

For standalone K8s cluster, Contrail Objects created with Global scope

Juniper | »
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Network Policy - Policy4E R BF 2 & Rk & 11 5 Object

Address Group

# kubectl get addressgroups -n nsl

NAME SUBNETS  STATE AGE

10.0.0.0-24 1 Success  39m

10.0.0.3-32 1 Success  39m

Tag Firewall Policy

# kubectl get tags -n nsl # kubectl get firewallpolicies -n nsl

NAME TAGTYPE TAGVALUE ID STATE AGE NAME RULES  STATE AGE

tag-7965fbc5d9  role webserver 1507334  Success  43m k8s-allow-all 2 Success  49m

tag-79f7d87f89  role client 1507335  Success  43m k8s-deny-all 2 Success  49m
nsl-policyl 5 Success  49m

Firewall Rule

# kubectl get firewallrules -n nsl

NAME SERVICE ENDPOINT1  DIRECTION  ENDPOINTZ2  ACTION  STATE AGE

default-egress-nsl-policyl-denyall any/0:65535->0:65535 > deny Success  47m

default-ingress-nsl-policyl-denyall any/0:65535->0:65535 < deny Success  47m

k8s-Namespace-nsl-egress any/@:65535->0:65535 > pass Success  47m

k8s-Namespace-nsl-ingress any/@:65535->0:65535 < pass Success  47m

nsl-egress-policyl-0-PodSelector-0 tcp/0:65535->80:80 > pass Success  47m

nsl-ingress-policyl-0-PodSelector-2 tcp/0:65535->80:80 < pass Success  47m

nsl-ingress-policyl-0-namespaceSelector-1 tcp/0:65535->80:80 < pass Success  47m

nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.0-24 +tcp/0:65535->80:80 < pass Success  47m

nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.3-32 tcp/0:65535->80:80 < deny Success  47m
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Network Policy - Firewall Rule &—4 > X

Address Group

# kubectl describe firewallpolicies nsl-policyl -n nsl
Name: nsl-policyl
--- snip ----
Spec:
Firewall Rule References:
API Version: core.contrail.juniper.net/vlalphal

Attributes:

Sequence: 1.000000
Fq Name:

default-domain

nsl

nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.3-32
Kind: FirewallRule
Name: nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.3-32
Namespace: nsl
Resource Version: 5427018
UID: 8735915c-584e-42f5-917c-19555b6ae8e3
API Version: core.contrail. juniper.net/vlalphal
Attributes:

Sequence: 2.000000
Fq Name:

default-domain

nsl

nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.0-24
Kind: FirewallRule
Name: nsl-ingress-policyl-ipBlock-0-cidr--10.0.0.0-24
Namespace: nsl
Resource Version: 5427032
UID: caf@le6a-b4dee-4b19-8141-db65ecOfflec
API Version: core.contrail. juniper.net/vlalphal
Attributes:

Sequence: 3.000000
Fq Name:

default-domain

nsl

nsl-ingress-policyl-@-namespaceSelector-1

2022 Juniper Networks
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Kind: FirewallRule
Name: nsl-ingress-policyl-@-namespaceSelector-1
Namespace: nsl
Resource Version: 5427035
UID: 5885364e-2ace-4c71-a62e-772fdcldae22
API Version: core.contrail. juniper.net/vlalphal
Attributes:

Sequence: 4.000000
Fq Name:

default-domain

nsl

nsl-ingress-policyl-@-PodSelector-2
Kind: FirewallRule
Name: nsl-ingress-policyl-@-PodSelector-2
Namespace: nsl
Resource Version: 5427042
UID: 068e72cd-d6f8-49ed-92d9-d1740516cb27
API Version: core.contrail. juniper.net/vlalphal
Attributes:

Sequence: 5.000000
Fq Name:

default-domain

nsl

nsl-egress-policyl-@-PodSelector-0
Kind: FirewallRule
Name: nsl-egress-policyl-@-PodSelector-0
Namespace: nsl
Resource Version: 5427047
UID: 76982eee-0e5c-491c-9fb5-63d4c58c1478

Fq Name:

default-domain
nsl

nsl-policyl
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« Contrail Control Node & 4} &} JL— % 8l TBGP
Peering L. Contrail T4ERK L 7=Virtual Network®
2% & SN ERJL— 2 ~NAdvertise
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apiVersion: core.contrail.juniper.net/vlalphal
kind: BGPRouter
metadata:
namespace: contrail
name: vmxl
spec:
parent:
apiVersion: core.contrail.juniper.net/vlalphal
kind: RoutingInstance
namespace: contrail
name: default
bgpRouterParameters:
vendor: contrail
routerType: control-node
address: 1.1.1.1
identifier: 1.1.1.1
routerType: router
addressFamilies:
family:
- route-target
- inet-vpn
- e-vpn
- inet

Juniper Public
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NERIL—2 B - IL— 32 ESH

# kubectl get bgprouters -A

NAMESPACE  NAME TYPE IDENTIFIER STATE
contrail cn2-masterl  control-node  172.27.115.241  Success
contrail vmx1 router 1.1.1.1 Success
# kubectl describe bgprouters vmxl -n contrail
-- snip --
Spec:
Bgp Router Parameters:
Address: 1.1.1.1
Address Families:
Family:
route-target
inet-vpn
e-vpn
inet
Auth Data:
Autonomous System: 64512
Identifier: 1.1.1.1
Port: 179
Router Type: router
Vendor: contrail
root@vmx1l> show bgp summary
172.27.115.241 64512 41 43 0 0

bgp.rtarget.0: 15/15/15/0
bgp.13vpn.0: 0/0/0/0

AGE
12d
14m

18:09 Establ

< HEIIL—2 DBGPT Y k1) —

NEIL—2 BT H EIZK Y BEAIZContrail
Control NodelZPeerpV Bl &+ %

& 5488 )L — & {81 T Control Node & BGP PeerhViEh T
WB I EEHESR
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HNERIL— A

%% - S EIIL—2 ERTE

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-0/0/0 unit @ family inet address 172.27.115.245/22
interfaces 1o@ unit @ family inet address 1.1.1.1/32
interfaces 1o@ unit 1 family inet address 100.0.0.1/32

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

route-distinguisher-id 1.1.1.1

resolution rib bgp.rtarget.® resolution-ribs inet.0
resolution rib bgp.13vpn.@ resolution-ribs inet.3
resolution rib bgp.13vpn.@ resolution-ribs inet.@
router-id 1.1.1.1
autonomous-system 64512

autonomous-system loops 2

dynamic-tunnels contrail_gre_tunnel source-address 1.1.1.1
dynamic-tunnels contrail_gre_tunnel gre

dynamic-tunnels contrail_gre_tunnel destination-networks 172.27.112.0/22

router-advertisement interface fxpd.0
router-advertisement interface 100.0

bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp

group
group
group
group
group
group
group
group
group
group
group

contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512
contrail_asn-64512

type internal
local-address 1.1.1.1
hold-time 90

family inet unicast
family inet-vpn unicast
family route-target
local-as 64512

local-as loops 2
multipath

neighbor 172.27.115.241 peer-as 64512
vpn-apply-export
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5 EBJL— 3 ¥E#E - Fabric Forwarding

[ ] 10.0.0.2/32 nexthop 172.27.115.242 apiVersion: core.contrail.juniper.net/vlalphal
advertise 10.0.0.2/32 _v kind: Subnet
Pid metadata:
[ ] namespace: nsl
I src:10.0.0.2, dst:8.8.8.8 name: subnetl
annotations:

K8S Worker core.juniper.net/display-name: subnetl
— spec:
vhostO Interface (172.27.115.242) cidr: "10.0.0.0/24"

| I defaultGateway: 10.0.0.1
virtual network apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
src:10.0.0.2, dst:8.8.8.8 el Vi
annotations:
\\\\7 10.0.0.2 4,/// core.juniper.net/display-name: vnl
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
. . _ < kind: Subnet
+ Contrail Control Node &}V &} JL— R [E T nanespace: nsi
BGP/IPv4 Peering L. Contrail C{ERL L f=Virtual name: subnetl
. fabricF ding: t
Network D #F & Z 44 &R J)L— 2 ~Advertise gbricforwarding: true

« POD®Mhost route 4+ & JL— 2 ~Nadvertise T 5

Juniper | w
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5 EBJL— 3 ¥E#E - Fabric Forwarding

root@vmxl> show route table inet.0

inet.@: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[Static/5] 00:08:02
> to 172.27.112.1 via ge-0/0/0.0
1.1.1.1/32 *[Direct/0] 22:58:03
> via 100.0
10.0.0.2/32 *[BGP/170] ©04:07:09, MED 100, localpref 200, from 172.27.115.241

AS path: ?, validation-state: unverified
> to 172.27.115.242 via ge-0/0/0.0

2022 Juniper Networks
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NEBIL— 2 B8R - Virtual Network

advertise 10.0.0.2/32 [ ] 10.0.0.2/32 nexthop gre tunnel(172.27.115.242) apiVersion: core.contrail.juniper.net/vlalphal
I S R kind: Subnet
-7 metadata:
namespace: nsl
[ ] src:10.0.0.2, dst:8.8.8.8 name'psubnetl
over src:172.27.115.242 dst:1.1.1.1 e
K8S Worker IC | core.juniper.net/display-name: subnetl
spec:
vhostO Interface (172.27.115.242) cidr: "10.0.0.0/24"
| I defaultGateway: 10.0.0.1
virtual network apiVersion: core.contrail.juniper.net/vlalphal
kind: VirtualNetwork
metadata:
namespace: nsl
src:10.0.0.2, dst:8.8.8.8 name: vnl
annotations:
\ 10.0.0.2 / core.juniper.net/display-name: vnl
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vlalphal
. kind: Subnet
« Contrail Control Node & 4}V &8 JL— 2 8T n;;espazef‘ensl
BGP/VPNv4 Peering L, Contrail T{ERK L 7= name: subnetl
Virtual Network M #% & Z 488 JL— % ~Advertise "°“ti2‘;;git;§§2 .

« POD®Mhost route 4+ & JL— 2 ~Nadvertise T 5

Juniper | e
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S ER)L— & 385 - Virtual Network - SV S8 )L— 4 E%5E

4L &#8JL— 4 TRoutinglnstanceZ{Ef L. Contrail Virtual Network D #2 & # Import

set routing-instances vnl instance-type vrf

set routing-instances vnl interface 100.1

set routing-instances vnl vrf-target target:64512:1
set routing-instances vnl vrf-table-label

root@vmxl> show route table vnl.inet.

vnl.inet.@: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.2/32 *[BGP/170] 00:01:16, MED 100, localpref 200, from 172.27.115.241
AS path: ?, validation-state: unverified
> via gr-0/3/0.32770, Push 67
99.0.0.1/32 *[Direct/0] 17:16:05
> via 100.1

root@vmxl> show route table inet.3

inet.3: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.27.112.0/22 *[Tunnel/305] 18:20:48
Tunnel
172.27.115.241/32 *[Tunnel/300] 00:01:09
> via gr-0/3/0.32771
172.27.115.242/32 *[Tunnel/300] 17:51:57
> via gr-0/3/0.32770
172.27.115.243/32 *[Tunnel/300] 17:51:57
> via gr-0/3/0.32769

& Virtual Network@Route Target& fi 2 %
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10. ClusterlP
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ClusterlIP

K8S Worker

4 B
sl ol

pod net

\ service net/

« Service(ClusterlP)ZE&ET A &IZ& Y. ECMPR—X THEPOD
(2749 AHETEE

« Contraill®1E Tl&default-podnetwork & default-servicenetwork(x
VNRI[Z & Y B LY[ZRouteLeak L TLVS =8, PODM i ClusterlP~
P

«  FRERL L 1z Virtual Networkh® 5 default-servicenetwork~ D %
(X A& RouteLeak hNih &
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apiVersion: vl
kind: Service
metadata:

name: my-service

namespace: nsl

spec:
selector:
app: web

ports:

- port: 80
targetPort: 80

apiVersion: vl
kind: Pod
metadata:

name: nginx

namespace: nsl

labels:
app: web
spec:

containers:

- name: nginx
image: nginx
securityContext:

privileged: true
ports:
- containerPort: 80

NNNNNNNN
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ClusterlIP

# kubectl get services -n nsl
NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)  AGE
my-service  ClusterIP  10.233.54.224 <none> 80/TCP 77s

# kubectl get floatingips -n nsl
NAME IPADDRESS INTERFACES
contrail-k8s-kubemanager-clusterl-juniper-local-my-service-28b76502 10.233.54.224 1

[root@centosl /]# curl 10.233.54.224
<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

--- snip ---

[root@centosl /J# curl my-service.nsl.svc.clusterl.juniper.local
<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

--- snip ---

PORTMAPPING
TCP/80->80

STATE
Success

AGE
8m30s

2022 Juniper Networks Juniper Public
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11. NodePort
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NodePort

K8S Worker

A

oo

~

I

pod net

N

-

service ney

Worker IP

d

Range: 30000-32767 ->

K8S Cluster#}&8hs 5 WorkerNode IPTPortForwarding| < & % fEfi

Contrail}®1% Tl&FloatingIPAER S, VMIIZT7 2 Yy F N5
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apiVersion: vl
kind: Service
metadata:

name: my-service

namespace: nsl

spec:

type: NodePort

selector:
app: web

ports:

- port: 80
targetPort: 80
nodePort: 30010

apiVersion: vl
kind: Pod
metadata:

name: nginx

namespace: nsl

labels:
app: web
annotations:

k8s.vl.cni.cncf.io/networks:

spec:
containers:
- name: nginx
image: nginx

securityContext:
privileged: true
ports:

- containerPort: 80

nsl/vnl
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NodePort

# kubectl get services -n nsl
NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
my-service NodePort 10.233.12.191 <none> 80:30010/TCP  8m24s

# kubectl get floatingips -n nsl
NAME IPADDRESS INTERFACES  PORTMAPPING  STATE AGE
contrail-k8s-kubemanager-clusterl-juniper-local-my-service-28b76502 10.233.12.191 1 TCP/80->80 Success  21m

# curl worker_node_vhost@_ip:30010
<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
--- snip ---
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12. Loadbalancer
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Loadbalancer

K8S Worker
E i pod net
FIP
} service net

\ / external net
&

+ Service(LoadBalancer)Z &3 5 Z &IZ& Y. FloatinglPZ{# A L4 &H 5 PODANECMP7 4 & X AIfE

* FloatinglPI&External Netm 5 3L H S 41, ServicelPIZ7 2 v FEh b

* FloatinglPI&4}&8Router~Advertise FJRE

«  External Net®fabricforwardingZtruel=9 % Z & T. Contrail Controller/4}&8Routerffl TBGP/ipv4#Z i H¥Advertise & . UnderlayiE#i & % %
«  External Net®fabricforwarding#falselZ L. #}&iRouter® Routinglnstance & RouteLeakd % Z & 12 & Y. Contrail Controller/4} &fRouterfd] T
BGP/vpnv4iZ & Advertise S h, OverlaylEfc & 5 %
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Loadbalancer - External Net®) & &

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:
name: subnet-externall
namespace: nsl
spec:
cidr: 100.0.0.0/24
apiVersion: core.contrail.juniper.net/vilalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn-externall
labels:
service.contrail.juniper.net/externalNetwork: default-external
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
namespace: nsl
name: subnet-externall
fabricForwarding: true

2022 Juniper Networks

# kubectl edit kubemanager contrail-k8s-kubemanager -n contrail
SpecEHRATICU T Z B35

spec:
externalNetworkSelectors:
default-external:
networkSelector:
matchLabels:
service.contrail. juniper.net/externalNetwork: default-external
namespaceSelector:
matchLabels:
ns: nsl

X Default C{EHR 3 B External NetZ E &
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Loadbalancer - Loadbalancer® 5 &

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:
namespace: nsl
name: subnetl
annotations:
core.juniper.net/display-name: subnet1
spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper.net/vilalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vn1
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
namespace: nsl
name: subnetl

2022 Juniper Networks

apiVersion: v1
kind: Service
metadata:

name: my-service

namespace: nsl

spec:

ipFamilies: ["IPv4", "IPvé6"]

type: LoadBalancer

selector:
app: web

ports:

- port: 8080
targetPort: 80

apiVersion: v1
kind: Pod
metadata:

name: nginx

namespace: nsl

labels:
app: web

annotations:
k8s.v1.cni.cncf.io/networks: ns1/vnil

spec:

containers:

- name: nginx
image: nginx
securityContext:

privileged: true
ports:
- containerPort: 80

< HEELLEWNGEIPVADH
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Loadbalancer

# kubectl get svc -n nsl

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE

my-service LoadBalancer 10.233.33.83 100.0.0.4 8080:30597/TCP 5m21s

# kubectl get fip -n ns1

NAME IPADDRESS INTERFACES PORTMAPPING
contrail-k8s-kubemanager-clusterl-juniper-local-my-service-28b76502 10.233.33.83 1 TCP/8080->80
contrail-k8s-kubemanager-cluster1-juniper-local-my-service-d7fd4d39 100.0.0.4 1 TCP/8080->80

# curl 100.0.0.4:8080
<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
--- snip ---

STATE AGE
Success 5m1és
Success 5m12s

NEIL— R R L T SHBEIE. FloatinglPABEEIEIICHEIL—F~NEHREIN D

root@vmx1> show route table inet.0

inet.0: 7 destinations, 7 routes (7 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

--- snip ---
100.0.0.4/32  *[BGP/170] 00:01:42, MED 100, localpref 200, from 172.27.115.241

AS path: ?, validation-state: unverified
> t0 172.27.115.242 via ge-0/0/0.0
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Loadbalancer - External Network Selector

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:
name: subnet-external2
namespace: nsl
spec:
cidr: 200.0.0.0/24
apiVersion: core.contrail.juniper.net/vilalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn-external2
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
namespace: nsl
name: subnet-external2
fabricForwarding: true

2022 Juniper Networks

apiVersion: v1
kind: Service
metadata:
name: my-service
namespace: nsl
annotations:
service.contrail.juniper.net/externalNetwork: ns1/vn-external2
spec:
type: LoadBalancer
selector:
app: web
ports:
- port: 8080
targetPort: 80

¥annotaions|Z Texternal NetworkZ3§E 9 5 Z & THE D Virtual
Network % {# FA ] g

# kubectl get svc -n ns1

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)
my-service LoadBalancer 10.233.27.32 200.0.0.2

AGE

8080:31670/TCP 2m29s

Junipe
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13. Ingress
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Ingress

K8S Worker

/ Ingress \
Controller
" | Fp

pod net

service net

\ / external net
b

+ IngressEEHT 5 &IT& YL7 LoadBalancinghVaT &g

+ Contrail ©l&. HAProxy, NGINX, Contour®Ingress Controller &t 71R— k

+ FloatinglPI&4}&8Router ~Advertise B] #E

«  External Net®fabricforwardingZZtruelZ9 % Z & T. Contrail Controller/4+&Routerffl TBGP/ipv4#Z i A Advertise =41, UnderlayiEfi & %4 5

»  External Net®fabricforwardingZfalselZ L. ##8Routerd® Routinglnstance & RouteLeakd % Z &2 & Y . Contrail Controller/4} & Routerfil T©
BGP/vpnv4iZ & hAdvertise S h, OverlaylEfc & 55

juniper |«
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Ingress - External Net® & &

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:
name: subnet-externall
namespace: nsl
spec:
cidr: 100.0.0.0/24

apiVersion: core.contrail.juniper.net/vilalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vn-externall
labels:
service.contrail.juniper.net/externalNetwork: default-external
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
namespace: nsl
name: subnet-externall
fabricForwarding: true

¥Loadbalancertz4 < 3 U THREFA THNITEE
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# kubectl edit kubemanager contrail-k8s-kubemanager -n contrail
SpecEHRATICU T Z B35

spec:
externalNetworkSelectors:
default-external:
networkSelector:
matchLabels:
service.contrail. juniper.net/externalNetwork: default-external
namespaceSelector:
matchLabels:
ns: nsl

X Default C{EHR 3 B External NetZ E &
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Ingress - Ingress® E & (NGINX)

apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
metadata:
namespace: nsl
name: subnetl
annotations:
core.juniper.net/display-name: subnet1
spec:
cidr: "10.0.0.0/24"
defaultGateway: 10.0.0.1
apiVersion: core.contrail.juniper.net/vilalphal
kind: VirtualNetwork
metadata:
namespace: nsl
name: vnl
annotations:
core.juniper.net/display-name: vn1
spec:
v4SubnetReference:
apiVersion: core.contrail.juniper.net/vilalphal
kind: Subnet
namespace: nsl
name: subnetl

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingressi1
namespace: nsl
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /
spec:
ingressClassName: nginx
rules:
- http:
paths:
- path: /testpath
pathType: Prefix
backend:
service:
name: web
port:
number: 8080

2022 Juniper Networks

Juniper Public

apiVersion: v1
kind: Service
metadata:

name: web

namespace: nsl

spec:

ports:

- port: 8080
targetPort: 80

selector:
app: web

apiVersion: v1
kind: Pod
metadata:

name: nginx

namespace: nsl

labels:
app: web

annotations:
k8s.v1.cni.cncf.io/networks: ns1/vnil

spec:

containers:

- name: nginx
image: nginx
securityContext:

privileged: true
ports:
- containerPort: 80
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Ingress

# kubectl get svc -n nsl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
web ClusterlP 10.233.49.40 <none> 8080/TCP 7m27s

# kubectl get ingress -n ns1
NAME CLASS HOSTS ADDRESS PORTS AGE
ingressl  nginx * 100.0.0.5 80 8m7s

# kubectl get fip -n ns1

NAME IPADDRESS
contrail-k8s-kubemanager-clusterl-juniper-local-ingress-nginx-controller-bf14c2bc  100.0.0.5

# curl 100.0.0.5/testpath
<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
--- snip ---

INTERFACES PORTMAPPING

1

TCP/80->80,TCP/443->443

STATE AGE
Success 118m

NEL— R EHE L T SB AL, FloatinglPANEEIBIICHEIIL—F~NEHREN S

root@vmx1> show route table inet.0

inet.0: 7 destinations, 7 routes (7 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

--- snip ---
100.0.0.5/32  *[BGP/170] 00:01:42, MED 100, localpref 200, from 172.27.115.241

AS path: ?, validation-state: unverified
> t0 172.27.115.242 via ge-0/0/0.0
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14. KubeVirt

Update soon
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15. DPDK

Update soon
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16. Port base Mirroring
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Port base Mirroring

Mirror \

source
POD

K8S Worker

/

" pod net
Traffic Mirror

N /

PODM&{E & 45 E DPOD~AMirror

2022 Juniper Networks

apiVersion: core.contrail.juniper.net/vlalphal
kind: MirrorDestination
metadata:

name: mirrordestinationprofilel

namespace: nsl

labels:

core.juniper.net/analyzer-pod-selector: analyzerpod

spec:
trafficDirection: both

juniperHeader: false
udpPort: 9098
nextHopMode: dynamic

staticNhHeader: <null for dynamic nh|vtep tunnel destip, mac,

vxlanid for static nh>
nextHopMode: <static|dynamic>
nicAssistedMirroring: <boolean>
nicAssistedVlanID:
staticNextHopHeader:
vTEPDestinationlP:
vTEPDestinationMac:
vxlanID:

Juniper Public

& Traffic®MirrorstPODIZ#4 (+ % & BT

& Traffic®®Mirrorsc POD M & 7l

< both or ingress or egress
< Udp headeZz 59 55 & [Ltrue

< dynamic or static
static(Mirror e 8 E)DIFE .
LBOA T a3 o ERE
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Port base Mirroring

apiVersion: v1
kind: Pod
metadata:
name: analyzerpod
namespace: nsl
labels:
core.juniper.net/analyzer-pod: analyzerpod
annotations:
core.juniper.net/analyzer-interface: "true"
k8s.v1.cni.cncf.io/networks: |
[
{
"name": "vnl",
"namespace": "ns1",
"cni-args": {
"core.juniper.net/analyzer-interface": "true"
}
}
]
spec:
containers:
- name: analyzerpod
image: centos
imagePullPolicy: IfNotPresent
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1;
sleep infinity;

2022 Juniper Networks
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Port base Mirroring

apiVersion: v1

kind: Pod

metadata:
name: mirrored-pod
namespace: nsl
annotations:

core.juniper.net/mirror-destination: "mirrordestinationprofile1"
k8s.v1.cni.cncf.io/networks: |

[
{
"name": "vn1",
"namespace": "ns1",
"cni-args": {
"core.juniper.net/mirror-destination": "mirrordestinationprofile1"
}
}
]
spec:
containers:
- name: mirrored-pod
image: centos
imagePullPolicy: IfNotPresent
command: [ "/bin/bash", "-c" ]
args:
- ip route del default;
ip route add default via 10.0.0.1;
sleep infinity;

& Traffic®Mirrorstc MPOD

& default-podnetwork® Traffic & Mirrorfe ~ & 15
MirrorDestination!) Y — XA D& FIZ 15 E

& Virtual Network® Traffic & Mirrordc ~ %1
MirrorDestination!) Y — X D& R Z 18 E
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17. Contrail Status
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Contrail Status

“kubect! contrail status” CContraila > 7/R—3 > FDIREFER A T HE

# kubectl contrailstatus --all
PODNAME(CONFIG)

STATUS

contrail-k8s-apiserver-5f7c4cb9f2-bnnvx
contrail-k8s-controller-687f5565f4-x9fhv

contrail-k8s-kubemanager-6998b8448f-s5dvg

PODNAME(CONTROL) STATUS
contrail-control-0 ok

LOCAL BGPROUTER
cn2-masterl vmx1
cn2-masterl
cn2-masterl
cn2-masterl

PODNAME(DATA)
contrail-vrouter-masters-ptjng
contrail-vrouter-nodes-2tpnt
contrail-vrouter-nodes-xv425

cn2-masterl
cn2-workerl
cn2-worker2

NODE

cn2-masterl

NEIGHBOR BGPROUTER

STATUS
ok
ok
ok

NODE
ok
ok
ok

IP

IP MESSAGE

cn2-masterl 172.27.115.241
cn2-masterl 172.27.115.241
cn2-masterl 172.27.115.241

MESSAGE

172.27.115.241

ENCODING STATE POD

BGP Established ok

XMPP Established ok

XMPP Established ok

XMPP Established ok

NODE IP MESSAGE

cn2-masterl 172.27.115.241
cn2-worker2 172.27.115.243
cn2-workerl 172.27.115.242

contrail-control-0
contrail-control-0
contrail-control-0
contrail-control-0
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Contrail Status

“kubectl contrailstatus” TContrail ') ¥ — X DFER A AT HE

# kubectl contrailstatus resource routinginstance

NAME

DefaultIPFabricNetwork
DefaultPodServiceIPFabricNetwork
DefaultPodServiceNetwork
DefaultServiceNetwork
IsolatedNamespaceIPFabricNetwork
IsolatedNamespacePodServiceNetwork
IsolatedNamespacePodToDefaultService
default

default-podnetwork
default-podnetwork
default-servicenetwork
default-servicenetwork

ip-fabric

link-local

vh-externall

vnl

# kubectl contrailstatus resource -h

NAMESPACE

contrail
contrail-k8s-kubemanager-clusterl-juniper-local-contrail
contrail-k8s-kubemanager-clusterl-juniper-local-contrail
contrail-k8s-kubemanager-clusterl-juniper-local-contrail
nsl

nsl

nsl

contrail

nsl
contrail-k8s-kubemanager-clusterl-juniper-local-contrail
contrail-k8s-kubemanager-clusterl-juniper-local-contrail
nsl

contrail

contrail

nsl

nsl

This command can be used to probe statuses of contrail resources.

Available resources:

bgprouter, virtualnetwork, routinginstance, globalsystemconfig

STATUS
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
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18. Analytics
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Introspection

« IntrospectioniZ& Y. Contrail® & Y $5#li7%: DebuggingH\ Bl 6
« ZEFIIZContrail-Analyticsz 4 Y XA F—ILL THE LS DBENH D

& > C A NotsSecure | 172.27.115.241:644. intr k8s.io/vibetafir podiframe * @ g*
Control Nodes
Name 1P Status Version Start Time Labels
contrail-control-0 map[app:contrailjcontrol controller-
172.27.115.241 Running 6863987 2022-06-30 04:59:22 +0000 UTC revision-hash:contrail-control-7b66{8448d
Cluster Name: cn2-master1 statefulset.kubernetes.io/pod-
S : cn2-masf "
name:contrail-control-0]
Virtual Routers
Name 1P Status Version Start Time Labels
contrail-vrouter-masters-n2q2f map[app:contrail-vrouter-masters
172.27.115.241 Running 6864308 2022-06-30 04:59:53 +0000 UTC controller-revision-hash:c994bd477 pod-
luster Name: cn2-master1 template-generation:2]
contrail-vrouter-nodes-q5kr8 map[app:contrail-vrouter-nodes
172.27.115.242 Running 6864182 2022-06-30 04:59:12 +0000 UTC controller-revision-hash:56757dc57d pod-
Cluster Name: cn2-worker1 template-generation:2]
contrail-vrouter-nodes-w7svr map|[app:contrail-vrouter-nodes
172.27.115.243 Running 6864386 2022-06-30 04:59:38 +0000 UTC controller-revision-hash:56757dc57d pod-

Cluster Name: cn2-worker2

Introspect Node:

2022 Juniper Networks

Juniper Public
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PageReq
AgentinitStateReq PageReq
SgListReq
VnListReq key(string)
VmListReq
NhListReq

template-generation:2]
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Introspection - 7 U £ X Ak

1. Google Chrome @ ModHeader ExtentionZ 4 > X —JL
2. KBS MasterTLL T %34T L. Token% Get

SECRET_NAME=$(kubectl get serviceaccount introspect -n contrail-analytics -o jsonpath='{.secrets[0].name}); TOKEN=$(kubectl get secret $SECRET_NAME -n contrail-analytics -o
jsonpath="{.data.token}' | base64 --decode); echo $TOKEN

3. ModHeaderl[ZLL T %% F

@ Profile 1 + Il # LOGIN @
Request headers :
Authorization Bearer eyJhbGceiOiJSUzI1Nilsimt X & ‘
URL filters

*:/172.27.115.241:6443/.% X i

4. https://K8S_API_ServerlP:6443/apis/introspect.k8s.io/vlbetal/index

Juniper |
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Grafana/Prometheus

« Grafanal2T&E) V—R. FSEVIDFERIKREDE=42") > HaEE
« ZE@TIZContrail-Analyticsz 4/ Y XA b—ILLTHE L DBELH D
« THUOHRRAE

e kubectl port-forward --address KBS_MASTER_IP service/grafana -n contrail-analytics 80:80
e http://K8S_MASTER_IPIZ7 % £ X (User:admin, Pass:prom-operator)

00 Dashboards
00O Manage dashboards and

& Browse

88 General / Virtual Networks ¥ <

lution 308 v luster  local -

Flow History

CN2 Workloads

Control Nodes ~ Traffic

Receive Bandwidth

800 kB/s
600 kB/s

400 k8/s

3 3 3
Fluentd 1.x 153 1534 1536 1
S = ipfabric = Ip-fabric = Ip-fabric

Grafana Overview
1M8/s

800 kB/s
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vRouter Session Analytics

« vRouter Agentl&. user visible entities (UVEs) & U traffic information (session)Z 3 L % 4 —I[ZExport
« InfluxDBIZZ T332 & TUTDIFHMENSE M AIHE

Column Filterable Detail

vn Yes Client Virtual Network

vmi Yes Interface T g
remote_vn Yes Server Virtual Network VRouter Agents

1 1
1 1
1 1
1 1
1 1
1 1
vrouter_ip Yes Agent IP : . ‘ :
1 1
1 1
i i
1 1

local_ip Yes Client IP
client_port Yes ClientPort o Tmmm e m e
) Sandesh Events
remote_ip Yes Server IP
OpenSearch
server_port Yes Server Port
protocol Yes Protocol
label.local.<label-name> Yes Client Pod Labels (E.g. client pod with label site maps to label.local.site tag in db)
label.remote.<label-name> Yes Server Pod Labels Collector
1 1
forward_sampled_bytes No Bytes Sent i 1
1 1
1 Query/gRPC 1 InfluxDB
forward_sampled_pkts No Packets Sent 1 1
1 1
1
reverse_sampled_bytes No Bytes Received :
] N
reverse_sampled_pkts No Packaets Received : §
! o
i ;
total_bytes No Total Bytes Exchanged - =

JULIIFEL | 14
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vRouter Session Analytics - &5

1. Fluentd®@cluster_ipfEER

kubectl get svc -n contrail-analytics | grep fluentd-loadbalancer

2. vRouter Agent® 1 L7 3 5% E(CLUSTER_IPE FT#wRE)
kubectl -n contrail patch vrouter contrail-vrouter-masters --type=merge -p '{"spec":{"agent":{"default":{"collectors":["CLUSTER_IP:24224"1}}}}'

kubectl -n contrail patch vrouter contrail-vrouter-nodes --type=merge -p '{"spec":{"agent":{"default":{"collectors":["CLUSTER_IP:24224"1}}}}'
kubectl -n contrail patch gvc default-global-vrouter-config --type=merge -p '{"spec":{"flowExportRate": 10000}}'

3. InfluxDB®MPasswordE {5

echo $(kubectl -n contrail-analytics get secret influxdb-auth -o json | jg -M ".data."admin-password"' | cut -f2 -d¥" | base64 -d)
4. PortForwardi%

kubectl port-forward --address K8S_MASTER_IP pods/influxdb-0 -n contrail-analytics 8086:8086
5. InfluxDBA7 2 X

http://K8S MASTER |P:8086 (User:admin, Pass:_EE23MPass)
6. LoglLevelZ & (Option)

kubectl -n contrail-analytics edit cm collector

data:
config.yaml: |-
log:
caller: true
level:

2022 Juniper Networks defaUIt: debug JUﬂ”:)er ‘ 115

Juniper Public T NETWORKS


http://k8s_master_ip:8086/

19. Lens Extension
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Lens Extension

« Lens(K8S IDE)MContrail ExtensionZz 4 > X b—JL3 B & T, ContrailDARL— 3 o0 Y—XREZR ) Y %Lens
GUIA 5 F|FA AT RE

o 1) V—X[FYamIFEK DMhIZFormfz=X TERE A AT EE

Y- @y-yasumura

kubernetes- Virtual Network Create
admin@clust

er1.juniper....

Virtual Networks Virtual Network Routers BGP Services

Form Yaml

rtual Network

*Name ®:

VN Name FQ Name Status

*Namespace (3:
* Subnets (®:

Route Targets (3:

Import Route Targets

Export Route Targets

CN2
Labels ®:

Networking

Annotations (®:

Fabric SNAT 3:
Is Provider Network :
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Lens Extension - f X =)L

* Lens Software % ClientPC[Z 4 > X k—JL(Contrail R22.2FF s TldLens 5.4.43#£%F)
* https://k8slens.dev/

« Clusters&i0
Catalog->Categories->Clustersh 5 Cluster Z 1B /0
Kubeconfigld”/root/.kube/config’"% 3 E R(serveBE FTDIPFIREICEDHETEER)

« Contrail ExtensionZLensIZA4 > X b—JL
« Lens->ExtensionsIZTcn2_lens_extension-X.X.X.tgzx 4 > X k—JL
« CN2TabARZEWMES. LensZHBiEE2E)

Juniper | us
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20. Contrail Pipeline

Update soon
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21. Multi-Cluster

Update soon
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SEVY

B HEHSER—-D
https://www.juniper.net/us/en/products/sdn-and-orchestration/contrail/cloud-native-contrail-networking.html

B AGBEfrFFa AR
https://www.juniper.net/documentation/product/us/en/cloud-native-contrail-networking

B CN2ER LS4 FILBER—D
https://www.juniper.net/jp/ja/forms/cn2-free-trial.html

B Introduction to the Juniper Contrail Networking Solution (consera&fi)
https://www.coursera.org/learn/juniper-contrail-networking

B Juniper Communities Cloud-Native Contrail Networking (CN2)

https://community.juniper.net/answers/communities/community-home?communitykey=33a620e9-dd0e-4df4-
ba5c-200cbf73b292

B Cloud Native Contrail Networking(CN2)#fZH K UF 22— k1) 7 JLJuniper Japangt &)
https://github.com/jnpr-jp-crdc/CN2

Juniper | i
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https://www.juniper.net/us/en/products/sdn-and-orchestration/contrail/cloud-native-contrail-networking.html
https://www.juniper.net/documentation/product/us/en/cloud-native-contrail-networking
https://www.juniper.net/jp/ja/forms/cn2-free-trial.html
https://www.coursera.org/learn/juniper-contrail-networking
https://community.juniper.net/answers/communities/community-home?communitykey=33a620e9-dd0e-4df4-ba5c-200cbf73b292
https://github.com/jnpr-jp-crdc/CN2
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