


[FUSHIC

< RYZ17)U(&. IEREEL5— HESRFIR(HLmEEAL) JICDWTERBRLE T

% FIEANBIL 2024FE58 BFa0 Mist Cloud (CTHERZERUTHDET
EIEOBEERRIDERIIGEELATO7YI T — NMEHECHERZE0
https://www.mist.com/documentation/category/product-updates/

& SRTEARBP/IIA-HIE A T RIREPBRK(ICIOTERDET
BB TERNSOFEME T EEV I LD TR TSN
https://www.mist.com/documentation/

% MBICHZED Mist BHARZENYZ17)VZ [YU1—23> kFIZHIVIEIRYA K (CHEEBULUTHDET
https://www.juniper.net/ijp/ja/local/solution-technical-information/mist.html

<+ FENMOABRERMERRRICBITSEDTHDERDESRUICABTZEEIHINESHHDIT
FEAERCEERHENTABRROHEEZ RN I DL EFHA LV TIBATICLETEIEA

. UNIPES =t
© 2024 Juniper Networks Juniper Business Use Only J,n..mmmm [}l | 2


https://www.mist.com/documentation/category/product-updates/
https://www.mist.com/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

Ill-U'J

¥

A—HLa0E
—HROEHO

i

1T —Z(151)

MBI EREEN

HRRVELD

IS

| 3



MR ZIEIR

1. [Monitor] h*5 [Service Levels] Z0UvIULE T

Juniper Mist ’ LIVE DEMO

@ Monitor Service Levels Wireless

Wired VAN

[E| Marvis™ Alerts

o) .
—n Clients

E] Access Points .
Live-Demo

Switches
Access Points Associated Clients Mbps
(+) wanN Edges 1 6 33

D Mis :
= Mist Edges

12:00 AM Apr 3 - £:49 PM Apr 3

<7 Location 2:00 AM 3:00 AM
G Total Bytes .
| e A
[| Anaiyti o A A
aol] Analytics po|pors R ) y y
VAN AN //\\ AN : _/ N
Z AT e
2 2 2 1 2 2

o Site

© 2024 Juniper Networks

[Wireless] Z7UyJLE T
ﬂ LIVE DEMO

M on |tc| I Wired | WAN | Insights

Usars \

System changes x

\ L&B: Test site

Success Rate @EUTES

Time to Connect 93%

Juniper Business Use Only

2. [Site] "5 5RHlsa (Site Name) ZEIRU.

BRI AR BT

P

Live-Demo = Today -

Entire Or site Access Point Client

| o

Chacarita

Dallas -~

DG24768 I

IoT Site
b J

Live-Demo

Mist WA Lab (EVE-NG)

Primary Site
Remote_Demo_Siteldo not delete)
Seatile =

UK-Remuote-MistEdge-Demo

4

Westford

Juniper = |

avenrymistAr 1l



SLE DiERE. SLE MEVREIZHEER

3. [Successful Connects] hi*5 [Authorization] 22Uy/JUE

o i BIREICIT E Y—EALAILD Y—LALAN
@ Monitor E ues I Em* L ANS *Eg ‘E-Fﬁﬂ = Settings
. Marvis™ Association 51%
Time to Connect 94% Y v H“ Al YW UY w WHY W / w P'N WY F:lhﬂvse vices e

DHCP

o)) ients
— Clients

II' Access Points

Ascpciation
Authorization
04
Switches Successful Connects 76% WW\MMM\ o
ARP

() wan edges

o mist Edges 0 nlin
= Coverage 92% ;
<7 Location
Latency %
|:|EI[| Analytics Roaming 86% Nmmm n ﬂ m Ml ” |“ Stability <%
- -l l Signal Quality 93%
4 site
Netwo
et nal Y
@ Organization Throughput > 990q ;;
Capac
Capacity 44%
Low Pow
1] AP Disci 1
AP Health 90% —————
f Ether

© 2024 Juniper Networks Juniper Business Use Only

Association

Authorization

58%

DHCP
ARP
DNS

42%

0%

Juniper = | 5

seiven vy Mist AT



AESMRELTCVWSRBEIFZISE

4, [Timeline] Z20UyJUEd

AUthOf’IZE]tIOﬂ VIEW INSIGHTS Live-Demo + Last 7 Days «

@ Monitor

. Marvis™
Root Cause aﬂalySiS Select a metric to analyze n #| 1
,2)\ Clients
Service Level Metrics Classifiers
E‘ Time to Connect 94% Association
Access Points
Successful Connects 76% Authorization 58%
S Coverage 92% DHCP 42%
Roaming ARP
@ WAN Edges
Throughput > 99% DNS
&5 mist Edges Capacity
AP Health

i AEGOFE B - EE R RE
uI:II] Analytics Statistics Distribution  Affected Items  Location ﬁ

DDD site Timeline Click or drag to zoom in

@ QOrganization Failures Attempts W Authorization

1

Attempts

Authorization 26.0

) uniPer,
© 2024 Juniper Networks Juniper Business Use Only J

-

seiven vy Mist AT



ARS(CEYT 3R

5. [Distribution] Z20UyJUEd

@ Monitor
Marvis™

,2’\ Clients

m Access Points
Switches

@ WAN Edges

% Mist Edges

<7 Location

I:IIJI] Analytics
o Site

@ Organization

© 2024 Juniper Networks

Authbniétion

Root Cause analysis
Service Level Metrics
Time to Connect
Successful Connects
Coverage
Roaming
Throughput
Capacity

AP Health

Select a metric to analyze

76%

Statistics Timeline Affected Items

B+
Classifiers
Association
Authorization 58%
DHCP 42%
ARP 0%

DNS

Location

VIEW INSIGHTS Live-Demo =

Device OSs. WLANs. Wireless Bands.
Access Points. Device Types (CHITS
BN TS OFEME TR ERET

_/

Distribution Analyze service level failures by attribute. Attributes are sorted by most anomalous.
WLANS Q
Device 035 Overall Failure %
Name Impact Rate Anomaly
Access Points
Device Types
Wireless Bands NAC-demo-BYOD <1% 100% 6.70x I
Servers Live_demo_do_not_remove 80% 34% 2.26x -
Mist Edges
WEA OpnopnPooming 7% 1Q% 124 I

Juniper Business Use Only

-

Juniper =

seiven vy Mist AT

7



@ Monitor Autho r|Zat| O n VIEW INSIGHTS Live-Demo « Last 7 Days «

Marvis™
Root Cause ana|y5i5 Select a metric to analyze n #| 1
,21 Clients
Service Level Metrics Classifiers
I:I , Time to Connect 94% —— Association
Access Points
Successful Connects 76% —=——— Authorization 58%
BRI Coverage 92% |\ “—{ DHCP 42%
Roaming 26% \ ARP -
@ WAN Edges
Throughput >99% — DNS <1%
% Mist Edges Ca pacit}:
AP Health

i B BN TV AT MR E T
uIZII] Analytics Statistics Timeline Distribution Affected Iltems Location ﬁ

DDD Site Affected Items Specific Items that failed to meet the service level goal
-~
@ Organization LEeE 3 Q
Access Points 13 Overall
o Name Impact Failure Rate ¥ MAC Address Device 0s Last AP WLAN Location
Applications 51
86:e8:b1:95:41:63 0.06% 100% 86:e8:b1:95:41:63 unknown unknown LD_Marvis NAC-demo-BYOD 01 - Office
b8:27:eb:57:07:81 79.01% 100% b8:27:eb:57:07:81 unknown unknown LD_MHMD Live_demo_do_not_remove 01 - Office
e4:60:17:80:85:e5 0.06% 100% e4:60:17:80:85:e5  unknown Windows 10 LD_RS_Support  Guest Wi-Fi 01 - Office
00:ae:fa:64:c6:0a 0.32% 100% 00:ae:fa:64:c6:0a Samsung Galaxy  Nougat LD_DataScience  NAC-demo-Thr 01 - Office '
dono ne s 2.1 2 EWaYatil de o o | 1 " Loy n H s Lo 4 ﬁ 5

© 2024 Juniper Networks

Juniper = |

Juniper Business Use Only senvymistAr



waeX2lI3d AP DGR

7. [Location] ZzJUvwIULE 9

Wireless / Successful Con

rFs
@ Monitor Authorlzatlon VIEW INSIGHTS Live-Demo = Last 7 Days «
. Marvis™
Root Cause analySiS Select a metric to analyze n # 1
,2)\ Clients
Service Level Metrics Classifiers
El : Time to Connect 94% Association
Access Points
Successful Connects 76% Authorization 58%
Hoidies Coverage 92% DHCE 42%
Roaming 86% ARP 0%
@ WAN Edges
Throughput 99% DNS s
% Mist Edges Capacity 14 P EE ﬁ j
e AP OECE&ZPh%ZI07 73> £ET
4 Location EE%}‘J %ig_
(n]] W)} |I:I:I|
uEII] Analytics Statistics ~ Timeline Distribution Affected Items 7
oy site i 3 01 - Office ~ APs on Floarplan
LD_Conf2 88%
@ Organization
LD_MCB_AP 919
LD_IDF_B_AP-3rd-Pa... 949%
LD_Kitchen 950
LD _Bad_cable AP .73
LD_MHMD 31%
LD_APENg 549 n
b
© 2024 Juniper Networks . . JUﬂIPer |

Juniper Business Use Only senvymistAr



8. ENE TV 7> bOFFBZEERUI VG S, 9. [VIEW INSIGHTS] ZJUvIULFEd

5@%&’7741

@ Monitor
Marvis™

[e3]

= Clients

m Access Points
Switches
@ WAN Edges

% Mist Edges

4 Location

uI]I] Analytics

oy site

@ Organization

© 2024 Juniper Networks

ireless / Successful Connects

Authorization

Root Cause analySiS Select a metric to analyze

Service Level Metrics

Time to Connect
Successful Connects
Coverage

Roaming

Throughput

Capacity

AP Health

Statistics Timeline Distri

Affected Items

76%

bution Affected Items

>R or Mac 7RLA&DUYILET

«
Classifiers
Association
Authorization

DHCP

Location

specific Items that failed to meet the service level goal

Users 31 Q
Access Points 13 overall
. Name Impact Failure Raty

Applications 51
86:e8:b1:95:41:63 0.06% 100%
b8:27:e:57:07:81 79.01% 100%
e4:60:17:80:85:e5 0.06% 100%
00:ae:fa:b4:c6:0a 0.32% 100%
PR T AL L 1220 1000

@ Monitor
Marvis™

O) Clients

E] Access Points
Switches
(+) wan Edges

% Mist Edges

Juniper Business Use Only

Wireless /

Successful Connects

Root Cause a naIySiS Select a metric to analyze

Service Level Metrics

Time to Connect %
Successful Connects 0%
Coverage %
Roaming %
Throughput %
Capacity %

Classifiers

Association
Authorization
DHCP

ARP

DNS

B

Juniper =

avenrymistAr 1l

VIEW INSIGHTS

| 10




AEAEROOY - Ny br—HEHkE:R

10. Client Events @ [Bad] #7%4UvHL., O &MHEERLET

Juniper Mist

@ Monitor
@] Marvis™

== [ Anonymous

Live-Demo

S5 o
~—n Clients

E] Access Points
Switches

12:00 AM May 13 - 3:16 PM May 20

| Total B

AEE0J MR FEFT ST —FRAERFOLHRFDOINR - T7—J—R-
XTI —Ih 2003\ 0y v TFv— BN TEF 9 Ny N v T Fv—2MEsR SR E S

Client Even /s 0Good 22161 Neutra /;.W

Authorization LD_MHMD - -
Failure @ MAC Address b8:27:eb:57:07:81 Number of Streams 1
Authorization LD_MHMD Last Association 4.0 sec ago Band 5 GHz
Failure

Reason 2 Description Reason code 2 "Previous
Authorization LD_MHMD authentication no longer
Failure @ BSSID d4:30:b0:F1:56:20 valid” MIC Failure - possible

PSK mismatch(14).

Authorization LD_MHMD

Failure @ RSSI -69 dBm

it =0 S dEme e et e Wireshark (CT
n:u\nIElj H#@/ \7‘] F’i’ﬁEEﬂﬂj%i?

Authorization LD_MHMD
Failure @ - II 4 Download Packet Capture

Juniper =

© 2024 Juniper Networks Juniper Business Use Only —ET |

11



Thank you

JUNIPESL o5t

driven by Mist ﬂI



	スライド 1: Mist 運用マニュアル 認証エラー 確認手順(拠点単位)
	スライド 2: はじめに
	スライド 3
	スライド 4: 対象拠点を選択
	スライド 5: SLE の達成率、SLE が低い原因を確認
	スライド 6: 不具合が発生している時間帯を特定
	スライド 7: 不具合に関する傾向分析
	スライド 8: 影響範囲の調査
	スライド 9: 影響を受ける AP の位置確認
	スライド 10: 影響範囲の調査
	スライド 11: 不具合時のログ・パケットデータを確認
	スライド 12

